-

AGENCY

Uszn1AdnuiauISguIanidna (29An1sumsw)
7 4 e/agos

1399 AATFIWALNMUNRIUITFUIAAINE (29ANITUNIYL)

AENInsgIUuNsBeNlesuasuaniUasudayaniasy aunisiweslesdaya

AEUNUTAIUITIUIaA TS (83A Nsumw) La i auddynunisadvayy

Y] 1

msmfiunsvesiiisnuresglunisliiumsussavurussuuidvasg udugUsuulunsdund ou

Uszmaluauang o Fsnalndraglunmsilinsusnmsusenvunusyuuiaiaiaulasg1eiiussdns nm

aa o |

fa MawesleanazuaniUasudeyafIiaseninviisnuuessy waensysanmsteyasiuiu lnedinay

Y]

Wa3guIafdvia (edmsumvw) vvhilunsiusms daasy uavaivayunsuaniufeudeyasening

Y] 4

8 (2IANTUMIY) F1ALLNTFIU

[ [

MBUID93F Ay FaeTariunsgiudinuiunsTuIand
= a v v v = o a aa a o aa o |
ns@euleanazuanii sudeyaniasy srunswenlesteyai svy I5n1sWeulesteyaf dviasening
! v oA = o & Y a = o w ° DR v v
whenuwessy Wewindanudndulumshiuinsussuvusasiinnudrdglunmsiluldsiududeya
Auduy Weliiansuwaniisutayaseninsssuvansaundlaegndianuduasaonde drnugnsies
wilugn wazey elddenmunvesnguinediisades saudad eidunasgiulunisinusuiy

(Interoperability) sewinnhenuressy waslvinsiaulivsedrsnmungwu

91A891U19RUAIUTUNINTT & () WIATT b LAZIINTT mo WHINTZIIVNGUYNITAR TN

Ly

WAILSFUIAATIR (BIANITUNITL) WA, bdoe F908NUTENIA 1309 IATHINETNNURALNITTUIAATTE

(23AN5UIBL) IEINasIUNSWadlewaswaniUAsudeyan1asy Aumsgedlestoya 31uau b 1589
wuuvieUszmaatull wedadeidutwinmsl iR neludrdnnuiauisuiandavia (esdnmsumsu)

Usenoume

Y]

®) NINIFINVRIATNIUNAUISTUIAATNE (BIANITUNIYY) T1928UIATFINNTT
Weulghavuanideudeyaniasy Aunaveulesdaya 5oe anlnenssusneds
LAY UANT. 90-0 : b&DD

B) 1INTFIVVDIATNNUNNUITTUIEATE (29ANITUMIYL) TIAEUINTFIUATT

'
o [ A

Weulsawazianidgudeyaniady Aumsieulesdeya (389 Jamnunnung

&9

gudusieu NMsrmuANEAYS wasdyin1sldnu el 4ans. oo : beob

Signed by a"wﬂmwv’?@uu‘ﬁ"ﬁmaﬁ%*ﬂ"a(aaﬁmawwu) (ams.)
Digital Government Development Agency (Public Organization) (DGA)
Date: 2023-06-22T713:40:33.614+07:00

Reason: asuLANIEUUATLNNBIAAMIaTing sign.egov.go.th


https://portal.apps.go.th/edoc/signature/verify?DocumentID=dcf99e6b-0a7f-4075-8672-2c1634fc9c25

o) 195U VRIETNNUNAUISTUIATTE (BIANITUMIFY) F1928UIATFIUANT

[

Woulvawazuanildgudeyaniasy Aun1sieulesdoya 1389 Tafvunen1u
lslameaszauwaundiadu teunest wagn1sdnnsimiauuaziwaty |un uans.

®o-m : b&oD

@ 11NIFIWVRIATNNUNAUISTUIATNED (BIANITUMIFY) T1928UIATFIUANT

Weulgawazuanideudeyaninsy aunsieslestaya Sos Yefmuaniuaiy

a

U0 DLaLANUTUAIUABANY LauN UANS. eo-c : bdoD

@ 11NIFINVRIATNNUNAUISTUIATNES (BIANITUMIFY) T1928UINTFIUANT

o [

Weulsawazuanidsudeyaniasy Aunsiesleadaya 159 Tormuan1unis

D

Gﬁ’]ﬁ]ﬁ@‘USS‘U‘ULL@Bﬂ’]iﬁ\‘iﬁUﬁﬂ’Saﬂ BTN WENT. @o-€ : b&ob

) 11NIFINVRIAITNNUNAUISTUIATNED (BIANITUNIFU) T1928UIATFIUNNT
Weulsawazianideudeyaniasy Aunsiesleadaya 1589 Tormuan1unis

VU DLAZLUNALUT VN LANS. @o-b : b
FUsEMAlrnsulaeiinu

Usend Ul @e  NOUAIAN WA b&ob

a

(Wneanal SuTy)

9

Y

HE1ENTETNURRILISTUIAATYE



https://portal.apps.go.th/edoc/signature/verify?DocumentID=dcf99e6b-0a7f-4075-8672-2c1634fc9c25

m UIATFIUAIUNUNAUITFUIARING

(39ANITURIVU)

DGA Community Standard

UeANT. 10-2 : 2566

DGA 10-2 : 2566

J1fae wesgrunadenlssazuandsudeyanindy
gunsitieulesdeya Sasdarmuadunistududny
n1sAauANANS uazliydnisldo

(THAILAND GOVERNMENT INFORMATION EXCHANGE
STANDARD, SERIES: LINKAGE STANDARD,

PART 2: STANDARD REGULATIONS FOR AUTHENTICATION,
AUTHORIZATION, AND ACCOUNTING)

1295TU 1.0

dUnauNauISIUIaRdNa (29ANT1TUNIBL)

fInUIENIUUAT



R IFINETNNURRILSFUIAATTE (89ANTUNIYL)

Y, =

11078 WINsFIUNsaNlesuasuaniUay
Uayan1Asg AuUNSLTaNLEIUaYA
1399UBANUANTUNTEUSUAINY

N13AUANANT wazUey¥nsluanu

UeNg. 10-2 : 2566

A11INNUNHIUISFUIaAFNA (B9ANTTUWIYL)

Hu 17 21A15UeneanlnenLied
108 HUUSIN WUNAUUNYLN LUATIBNT NFANN 10400
RUAVINTANA: (+66) 0 2612 6000 nNsa1S: (+66) 0 2612 6011

Usznialay
AINUNAILISFUIRANEA (BIANITUNIYL)
AinunenIguun3

Fuii 31 WAL 2566



ARIZNITNNITINYINTNNINTFIU Tarivium wazwaninaua

MElANTEUU U ANSUSSIMAAZNT LS NSRS JNUSEUURRYIA W.A. 2562

AURET 66/2564 asuil 20 AaAY 2564

Us¥51uUnssuNIs

1 s

8AANTI15E0 WA gnlene

999U3L51UNIIUNTS
wslesan widenla
AIUNT?

wgladudey Anngsing

LA YTU5Y
wgAnlyA Junsuseiu
ueyayds Fedaan
Wwnl)g MYBYNs

Pranslsnl autuays

&3

a [

Y1859 5997

9

a a

YIYFUR ANSLAANAE

=

Y187352 I5ena

q

UYINYT ANONANT

q

JANENTINTENTN ATudlan
J9IAIANI1A15955600 8aTNA

AIeAans19138aigdl ilnlsad

NITUNTIASLAVIUNTS

U9E193YL LNANTY

LUMINYIDELNWATAANS

Y]

dinnuiaunsguIanIva (2adnsumuw)

AINIUAMZNTSUNITAINITNTLANELASY AANISINTIIFY Lay

ANSINTAUUNIAULYIYP

L3 aa & a 1 a 1 | a
AudmalulagdidnnsednduazApuN LA DSLAING

Y

o w [ a

drinmuiaungsnssunedidnnseiind

o w

dnuImsnsngdsu nsuMIUnATed

o w o

f11NUANENITUNTHAWITEUUIIVNNS
d1inUANENITUNITNaEANT
diinnuanznITINIRIALlaLATYR LA IRLUNTIA
dUnNUINIFIUNEAS NN TIY
unuaniidviaiiteirsugiauasdsauuisseimelne
AFINTSUADUUIIUTEINA MY
Uizﬁmﬂmw‘mmLmﬁﬂé’wummi@uﬂ’gmﬁumﬂaamﬁa
A5
UseauAnzyNNUmATANULINTEIUNTUTNTIANTTBYA
A5
Usgsuamzvihanumadiadusnsgiunsdonleaay

wandeudeyaniasy

dlnnuiausuIaIva (2adnsumuw)



ARIZNITNNITINYINTNNINTFIU Tarivium wazwaninaua
MElANTEUU U ANSUSSIMAAZNT LS NSRS JNUSEUURRYIA W.A. 2562

AURET 82/2565 aeuil 31 AaNAY 2565

fU3nw
WanaLl 15esal He1eNsETnOURNSTUIRATTER
U3es1ungsuns
AYIeAansIasdalgydl vylnlsad  grasnsalunInedy
599UTLEIUNTIUNT
Wi Sayeyring AennensEinnuiRSFUIRATTEa
N3NNI
wedude Nninesing dinauAnenIsuNIsAINIINIEAELEDY Aan1sinsvied wag
AANSIMIALUIALLYIR
W0 YUY audwelulag@didnnseiinduazaaufinmesunvf
TANGRRRINE ARNILE drinauiaugsnssuvnediannseiing
ueyayds Fedaan dinusmsmngideu nsunisunases
WeNyIAte Jusna
Wealng Wdugns FUNNUANLNTIUNTHAUITEUUTIVNT
Wil auUwges d1UNUANENITUNITN YN
Ul 5aAnd diinnunuznssunmsavaiielrsvsiauadsauuiand
wengual T
usen @l vesydng
WAUR FnSiaanaa dunNUINIFIUNEAS NN TIY
WeITe I5ENna anpdaiiieirsusianasdnuuvislsemalne
UIYINYT ANONANT AeanssuanuwiUsEmalny
UNYAMNA ME12T97)T AN NUMTATIVIULHUAU
JIANENTINTENTN ATudlan Usgsrunnzvhanumadadunasgiuaasiuasasnde
A5
J9IMIANTIA159550) 8aTNA U5 1UANEYINNUWATARIUNINTEIUNITUIUITINNS

RHGRETE

(3)



Dy

HYILANARNTIANTENTOL HASFNT Usgsrunnzvhanumaiaduinpsgiumadeulouas
uanidsudeyaninig
NITUNTIASEAVIUNTS
WI9ENI9IVL LNANTUY dinauiaunSguadavia (earn1sumvw)
ﬂm::ﬁ'm'mmﬂﬁﬂé"mmmg'lumsﬁaﬂmLLazLLanLﬂﬁﬂu%’ayjamﬂ%ﬁ
MUAHIN 69/2564 asIuN 20 naAN 2564
3N
WggnaLl FeTdl dinauiuunSguadana (esrnsumw)
AIEAENS191580 WA grlunie UNTINYIRBNYATAIARS
witlosan wdsdila dinnuiaunsuIanIva (2aAnsumuw)
Usesuaneingy
Aemans1sdalgydl vylnlsad  ewasnsaluvninendy
399U3E5UAMSYINNU
fumEnTIANTeuTes HAsaNS UINGIRENALULATNTTIDUNAITUYS
ALY
usygis Fedaan nsUNSUNATS
WNEUUAN Wi NFUNAILNGININITAN
UYNIANT T8I
WeMdy Fanuun A LVIUNTUARNNS
WNYBE AN
WAV aviie el NSUATINING
WYNsNR UL
WRATINTINTTOL el suIAsWaUsEINAlNg
UNYYTIL ATIAT
UNATIINENN 588y ilY
WeAnRnY quay
wigigns waniiulae dinnuimumealulaoinawaz)ilansaumea (83An1s

UIRYU)

(@)



wNAUAA anaaniag

o [y

WRNTAU Funsusehivg

Wgofa dryazIng

a‘QJQ‘

WENUAANA LeLaTeys 33U
AMZYINULAZLAVIUNTS

W9 LNANTNY

ASUNAUY

LY

A (BIANITUNTU)

Y]

A (DIANITUVNTU)

dUInNUTWITEUNEAI

Y

AnOuiRSEUIEAI

AUNNUNRILISTUIARYEA (RIANITUITL)

(5)



AMENUIMATIAGIUNINTFIUNTSIWaN B LAz wanUAEuYaYan1ASY

AUANEAT 85/2565 asuil 31 AaTAY 2565

3w
WanaLl 15esal dinnuiRSFUIaAda (eIFMIumw)
AYIeAansIasdaigdl vylnlsad  guansalunInedy
wgeAa SryayrIng dinnuiauniguIanIvia (2aAnNsumvw)
Usesuaneingy
fneMans1915611509 HAIANS W ImgFenAlUladnTE0INATUYT
599U5¥5 ALY
ARy JAUNIITIN WIngaemAlulagnsyIRnamIEUATIYile
AMZYINeU
usygys Fedaan nsUNsUNATS
UNEIUUAN Wi NFUNAILNGININITAN
WBNIANT T8I
WYy Januun NSUAANING
WNYBE AN
WWANTYY) avasIn NSUATINNS
WyNsNR UL
WRATINTINTTOL 3l suAsWaUsEINAlNg
WNPYTTLI ANSIAT
WNEIRNGENN sy nily
WeRnfneg quay
WIAINANT NUNTE dinnuimumelulagoinAwazgilansaume (8IAns
NAYL)
weAUAe anatanning nsuifu

[

WNTAU Funsusehivg

AMETINIULASIAVIYATS

WENIQUL LNANTNY dinnuiannizuanania (esMnsumau)

(6)



AATIRUAZINININTFIUVIEINMUARUITFUIaADNE 168

WNIFIUNSwaNlesazuaniUasutayan1niy
v = v
AN Uletaya

IFesdamruaduNsEudUAInY NM3AIUANENT waslnydnisldau

LAY VITHND dinnuiRSFUIaAITEa (BIANTUNIYL)

WyUs1INT A3 dlnnuiausguIafiva (2aAn1suMYL)



o o
AU

119551un19.4 eulosuazuaniud sudoyaniasy (Thailand Government Information
Exchange: TGIX) Usznause ngusnnsgiusnunsifeslosdoya (Linkage Standards) wagnausnnsgiu
Fuaumnedoya (Semantic Standards) 11asguatuieglunguunsgiudunindeulesdoys
findnieismaiteliAnnsuaniudsudeyaszninessuuasaumaldegaiussansam fanugndes
wiud finiuasUasndy uazegneldszideudermunmangmane

wmsguiidusimsgudidod 2 lunquannsgiudiumadenlssieys wazuandsudoya
ey 309 dortmuadunsBududinu nsauaudns wardyinisldau ludiuusnazesuned
YOANUAATUNITIUTUAIAU msmuauﬁwé wazUnyTn191997u WuU APl Key OAuth 2.0 wag Open ID
Connect luguiiaasazthiaustunevlunistudusnnugae APl Key OAuth 2.0 uaz Open ID Connect
AUAAY

wmsguiUszneuiemeduny wagfedsildnuiiafioussgndlilunsdenlouandou

Joyanuszninmiisnuldendivssdnsnm uaslienudunsaondevestoya

(8)



Lo DUV et 12
2 BN 13
3 NEBNALUUIUT RTINSO e 15
a. Fefwuadunistuduiinu manruauEns warta@ngliNU . o 16
4.1, AVTHUTUFIIU (AULNENHICATION ... 16
0.2, ATHUTURVIURIY AP KEY oo eeeeee e eeeeee e seeeeeee e eemeeee e 17
4.3, MITUGUFINUAIEUIATTIU QAULN 2.0.ccrerrererrerrersserssessssssersesssessssssssssssssesssssssssssss s 17
4.4, TunoUNSALIUN T RETUSUFIPUFIBLNATIU OPEN 1D CONNECE ot 17
4.5. MIAIUANAVTIUNITUITG API (API ACCESS CONEIOL) .erivrrerrererersrsensessssessessessssee s 19
4.6. MIUTTIANITUYTNITITINU (AP ACCOUNTING) oo 20
4.6.1 Uydildautsznn APl Key THdmSunsBuUSUAINUAIY APLKEY ...oooooooeoeeeeeceeeeeeeeeee 20
4.6.2 YoyTda1u Identity Provider A5845UIATTN QAUN 2.0 ..o 21
4.6.3 YoyTlda1u Identity Provider 7158430310551 Open 1D CONNECE ... 22
AVAHUIN N DURDUNTTIUTUR I oo 23
N1 VURBUNITTUTURIIUATY APLKEY eoooooeeeeeeeeeeeeeeeeeeeeeeseesseseceeeseseeseeeeesssssesessssseeeesessesseeeessssssessssssseeesesseeee 23
FUABUT N.1.1: NI1TA519 AP KEY (CrEALE APLKEY) orreeoseeeeeeeeeee e seersseerseseeseeees e eerseeersen 23
TUADUT 1.1.2: NITAILOU API KEY (SENA APIKEY) ooreeeseesesseseeeseeesesseeseess oo 24
FUABUT 1.1.3: NITLAUSNIY AP KEY (SEOTE APIKEY) orseeeeeeseeee e eeeesseerseeeeseseeseeees e seersen 25
Fumoudl n.1.8: Mstuduinuuazion APl §a8 APl Key (Call REST APl with APl Key) .o 25
Jumeudl n.1.5: NNIATIAABUANUYNABIVDI APl Key (Validate APl KeY).......wwecvrrrrereccsiecerrreesssssnneeen 26
FUADUN N.1.6: NMTNDUNEUHANITIHUING AP! (RETUMN DALA).oeoeosoeoeeesee s 26
.2 TUNBUNTTUTUFWIUAIELIRTTIU QAULN 2.0 27
Jumeudt n.2.1 M3amziToutayBldann (Register User ACCOUNT)........oovooeooeoee s 27
Funeudl n.2.2: msBudusnuiielile Access Token (Implement Grant TYPe)....eeerroersere 27
Fupoudl n.2.3: n33enld REST API ¢he Access Token (Call API with Access Token)................ 32
Jumeuil n.2.0: NNIATIFBUANUYNABIVDY Access Token (Validate Access TOKEN)........vwvvvvcccceeeen 32

)



JUADUN N.2.5: NSHBUNSUNANITIAUSANS APl (Return Data)

UTTEUTUNTU L

(10)



GURTTET

U 1 7W9I0IAYTENBUVINSLTONT B IUALUANUABUTOYANIATT o 16
SUl 2 fpgstumeuniaeuANEa 191211 TAEE SPRING BOOT Ua® IWT .o 20
SUT 3 SunoUNISANTUNIROTUSUFIAUFI APLKEY oo 23
U 4 PINTINVDINTBUSUFIIUFIY OAUTH 2.0 e 27
SUTl 5 dumeumsudufanuing GRANT TYPE Usglnt AUTHORIZATION CODE .o 28
SU 6 SunoUNISBUSUTIAUFIY GRANT TYPE USAN IMPLICIT ..o 29
SUT 7 Sumeunstiudufinuing GRANT TYPE Uszin RESOURCE OWNER PASSWORD............... 30
SUTl 8 Sumaumsudufinuing GRANT TYPE Usgln CLIENT CREDENTIALS ..o 30
SUT 9 UUIMNMITURDNANTIUNTT GRANT TYPE ..ooriieeritnevecssmeresesmesessssssesssessssssessssssssessessessnee 31

(11)



UINTFIUIFUIARARNA

4 =

198 WINIFIUNTSWaNlBsLazuanUABUtaYan1ASY

=\

v 2] v P ¥ o % A v v £
ﬂ’luﬂ’lil,‘lj’emi‘c’]\‘i?laga L3DY VINIUUAATUNTIYUIUNINU ﬂ"liﬂ'TUf’]ll]ﬁ'Vlﬁ

v A 17
wazUgyIn1slydanu

1. auvy

N v 1 1 ) & v Ao I ! [ [ aa o LY
n1swantua EJ‘lJ°U8%@53%’3’N‘VIU’JEN’]UL‘UIJW‘U%WU‘VI@?W]‘ﬂﬂLﬂum@ﬂWiW@uuqigUﬂﬁ@%V}a 1uﬁﬁ]q‘uu

Uszinalnediunanosunisuanidsudeyaliusnisegnalowis unannosuusaziiall wInauas

wushalunsafivnuduvesmues Wunalinisysannsteyaniasgdnludes dundeusenisadng

wnsgrunsedennassiuiulunmsuaniudsuteya drinnuianuniguianda (esrnisumau) adedi
o w &= = °o v [ - a v 1Y -
AuaAylugad Jadianudndudesdavihunspiuniswenleduazianildsudeyaniasy weldlunis
wanidsudeyasgnirmihenuvesigiieliiinnsysannisfeyanatuegiadugusssy
Wsgasduranvesnisidunsgiun dudiduindeunsysannisteyaniasy Ae nislimiieau
vaasginuImalunsiuandnenssussuuasaumeieldlunisuaniuisudeyan daau daiy

A0AARBINITHTBUADTEWINANY

4 i
v A =

wnsgIuMesleazwaniUdeudeyaniasy adull Tveulwnuinsgiunseaunswetleslaya

Wi lildnseunguieseaduni1sdnnisteyan1egInssuvesiiasau (Business Transaction Data)

| £
a a

mAnuanmMsvenlesazianilisusenineiu
aady teliussaiduszasAandndanany wenansaduiidaniiauademvuaniiunisuduiinu

NsAUANENS wardninisldau dwsulseneuenansintdieunsgiuniswenledwazuaniUasutays

a

A1A33 1Teuesgiuandnenssunisi¥enlesiazianildgutayaniaigseaunisienlesdaya

WAL AUNUUSUNUDIUSENALNELVINTIUY

(12)



2.

1389 YaimuasuNsEUURInY NsAuANENS wasdydnisldnunldluenarsaduiiisag

2.1

2.2

2.3

2.4

25

2.6

2.7

2.8

2.9

2.10

2.11

Wy

HewAmdninieitesiuainsgiunswenlesasuanilisudeyaniasy suniswouledoys

[

mmgmmiﬁamiamazLLaﬂLU?{&Ju%’aaﬂamﬂ%’g (Thailand Government Information Exchange:
TGIX) vaneAadn msgiumsideslsuazuanivasudeyamasguesusemelng Sonuuugoin
“URIgIu”

Jl¥u3n13 (Provider) manoaudn mireswfidaliuinig APl dmunisifenloauasuaniuaoy
Foyameluuwanrlosuitldumsgiu TGIX

S¥UUEIUTNNT (Provider System) mangAI1udn seuvansauwmeavasmiisnuiinsldusnig APl
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Representational State Transfer (REST APl %38 RESTful API) u18A21331 Feamenisideules
wazuaniUasudoyaninsgssnineszuuglvuinnsdeyauarszuudldusnisdeyanuunsgiu
TGIX

faa (Must) muneALd ganliunissesihemudemnvualuiinsgiue

Y

M3 (Should) maneAXI Eanliunismsyinmudenvualuginsgius
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Y [y

Iplniimadoulouazianilasutayaf 3anin1sInruarATOUATEWINNNUIBUVBIS TUIABY
$99v0 NRLAAMIYTUINMITIY

Y

e 15 szydn dlguduanaeudeyanarsvhuifdugudnadlumsuanilasudeyaddvaua

ee

N U yUA TN ATENT 1NINUIBIUYBIT LA Al Uau UN1TANT UNITVOINUI891UVBIT §

TunslAusnsUSEIUNIUSTUURAITA wagsiunIsius asnamalul

(1) Avusulevisuazinasguisaiunndeulouazuanivasudeyaiaussonnznssuns
Wawsguafdvialianuiiuyeu

2 Uszanuuazlimnudemdounmirenuvesiglunsdesloaazuaniuasut eyad dsia
syinaiy aurfuRnaalinssdunmsdanaridulvlusamasaranasg e
aumdninest 3513 wazieuluiangnssunsiaunfsuiafiviaiivu

(3) davidesunsyateyaidiavesnindy uazdaAuiuiinndngiuvesnindenlesuay
uanasuteyaddsa

Y]

(@) 13998U7 AUTIANENTIUNITHRIVISTUIAATIALUNINY

a9 19 32y TunseBuusn Wdhanusidunsidguduanasuteyanarwmiumng 15
mMstnsnusliiiuaesd Weasuimunszeznadangm TranenssumItmunfsuaRataianswn
anududunasmnzanisfumisnuvessgisssnsuiumaifsrduguduaniuasudoyanans
el Tunsdlfmauznssunsiannsguian s auiuaaslinien uresdgured ulaviumind wnu
dniinau Tauouunmemssiiiung mslounsia sussanunindaulasvian AMILHNUY Uy

yPansludmniienuuasiuiduiusienne STuusTe TN

(15)



4. dafmuaniun1sBudufInu n15AUANENS wazdydnisldenu

N5 ugufInU (Authentication) N15AUAUE NS (Access Control) kazUgydn15ley 91

(Accounting) tluatdusznavdidgvesanlnenssunisdenleuasuaniUisutayaniasy aeguil 1
aeAUsEnauwmalyIglisEuulIiuInTs (Provider System) wazsyuur ldu3n1s (Consumer System)

A N v Y )
WeulssuazuaniUasudoyaldogiUasndy

Consumer System Provider System

Provider App
Providing APl
REST AP)

“AP1 User Account

Authentication

Consumer App

identity TGIX
Provider Service Operation Center

AP Uner Acoourn
Service

Consuming API
REST API Client

. Sermen Catyoy
Application AP| Usar Account

CYISST——
" e Agenrant

Trrerterp lerner

Logs || Monitor |

Certification

JSON Data Format Authority ISON Data Farmat
resten, [ R S [ o o o
s Cothintey - ——

Presentation (0
Pevien I Todaun

e

i e
—Sewer

Durriats
Cori s

_arysel

| __UDP

Transport -

Physacal

'§

o3
&
é
-

JUT 1 nnsnesdusznauvesnswenlesasuaniUdsudoyaninsy

4.1. n1sBudunInu (Authentication)

nsfududanui eveldusnisnisuaniud sudeya muneds nszurunisfiszuudlduinng
(Consumer System) Y158 ududnuiii evelduinns APl veaszuuglsfuins (Provider System)
i REST APl winstunstududInunuuInsgIue 1 3 35A0 APl Key, OAuth 2.0 uag Open ID
Connect FamthenuiiiAsrdesanunsafiarsandonaiuanumnzauresninudesnishunisdeules
uazuaniUAsudoya

pgslsfmumitsnuamnsofinsudenitunsgiusuiuudug Heguenmieninsgiu 1wy
2-Factor Authentication, kU U Multi-Factor Authentication | Jus'u 524 1/?1'5 N

o a v [

ﬁ’]ll']’iﬂﬁﬁ]']’iﬂﬂ@']L‘Ll‘Lm’]iﬂ?ﬂﬂ’]ﬁ]ijﬂu;ﬁU’]aﬁﬁ‘ﬁadﬁﬂ’JEJLL‘L!'J‘VI’Nﬂﬁiﬁl ANINTLTUIUNITUAY

£%

nMsAnluunafisia sesmsldadnalefdmsuuiniiniesy

(16)



4.2. A1SEUIUAINUAIY API Key
APl Key Tiiaguduinseuugldu3nis (Consumer System) Aadn15veLt1as APl WUy REST AP

YBI3¥UURLAUINIS (Provider System) wakilasaanisnisgudumnuseaugldanu vessuudlduinig

I
LY

(Consumer System) fatiu Tugnuaulasnsieaviiesnedmsunisidnie AP mduusnis APl ialuly
MIIEIUYBITTUUR BAUINT (Provider System) lagayama1iuaiunsaidnfanag APl laeitlides

LYY [y

BUGURIAUTEAUYAAAYTRBIANT

Iuﬂifﬁ"ﬁizumﬁﬁu§ﬂﬁ (Provider System) LLﬁzizUUBﬁ%’U?ﬂ’li (Consumer System)
NSUNFBNNITTUTUAIAUAIEY APl Key du15aatfiunisn1smndunoulunianuan .l TuUnaunis

o

Bududinume APl Key

4.3. nsgudufInuAIBNINTgIN OAuth 2.0
< IS T Y [ a 9y v = v Y v 1
OAuth 2.0 1WumssiunszuIunsBuduinulazannsavsiiidntadeyadnmeny auunsgiu
The OAuth 2.0 Authorization Framework: Bearer Token Usage: RFC-6749 [1] , RFC-6750 [2] 11919514
OAuth 2.0 aunsaldBuduimnusgiudldnuszuuld duudamnzanlunisdife AP iluuinisdnds

o w

foyadauyananietoyadidyvesszuudliuinms (Provider System) sauvia APl BagsnssuuseLand
Junisade aunSewdledeya Inendnnisves OAuth 2.0 azdunisdududnugldnulussuy
(End User) 90458 UUR19U3N13 (Consumer System) fiuseuuiiaatiuazdudusinu (dentity Provider)
f5095U OAuth 2.0 \itelilé Access Token @3nszurunisfanarnisniinsdududanuuaglvans
(Grant Type) 843110 S2UUKLEUSN15 (Consumer System) lasu Access Token waaaztunlelunis

W9 APl U945 UUKIAUTNNT (Provider System)

lunselfsguur11iuinis (Provider System) wagseuur 1U3A15 (Consumer System) WA150UN
annstuduiinumieuInggiy OAuth 2.0 a1unsanfiun1snmsmutunsulunianwin .2 Junou

NsEuduRInUAIENINIgIU OAuth 2.0

4.4. Yupaun1IALliunIsINaBUUAINUAI8INTFIU Open ID Connect
Open ID Connect (OIDC) vJuaasgiunisdududinuilviausguuuinsgiu OAuth 2.0 taedl
aiuAansvsruulBudufnuesildauiissnsufeudiaunsadiluldauszuudug lovany

v W

32U (Single Sign On) wiauvsaunsausmsdnn1steyagldaulagldiigaiuazduduiinu (Identity
Provider) 9158951195574 Open ID Connect luvaueiiunsgiu OAuth 2.0 agiiunistudusmnuiveln

avdlumsidnmsnennsaneg wu APl Huduy
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(%
LY

U SEUU AU

Y

a

3015 (Provider System) UagseUUEI¥UIN1T (Consumer System) #il4u1nsgu
TGIX udrilanuseenssududnudldnuiissnsafgdamnsadiluldnussuuvemhenuaug lu
nqulana1eszuy (Single Sign On) anunsatdiendududnudmsunsvesleuazuaniUiguteyan1u

API sergatuazdududinu (Identity Provider) f5835uUtnm3g1u Open ID Connect sgwtfuriu gl

Fupeumssiiunmsientuiuilldlunasgu oAuth 2.0 muiindviluiterountil

Asflunndrefuainggiu OAuth 2.0 fiiudusluninsgiu Open ID Connect Aoszuuglsiuins
(Provider System) uarazuUfl#u3n13 (Consumer System) annsaifengtoyafiuguvesflfeudae
ID Token Bailu Token firun1dsadae JSON Web Tokens UWT) fisfiduogiu figauasBusu
#am1 (Identity Providen) fiaandnlungudenlddiiunig 19y ID Token #iLd59¥asae JSON Web

Token (JWT) w84 Microsoft Identity Platform [3]

eyJhbGciOiJSUzI1NilsInR5cClgOiAiSldUliwia2kliA6ICIsd2VDYWhsVWpPTklwaTRgSmdZd29;THBH
UnZHQkIUNThUSE 1UeUJ5RUNrIN0.eyJleHAIOJE2NzkzOTkxNTYsImIhdCI6MTY30TM50Dg 1 Niwian
RpljoiMTIJMNTc2M2EtZTMwYi0ONjhKkLWFLODYtMDFmMN]jNTczMmQ3liwiaXNzljoiaHROCHM6LY 90
Z2l4aWRwLXNhbmRib3guZGdhLm9yLnRoOjsONDMvcmVhbG1zL 3RnaXgiL CJzdWIiOilyMTBjZGI1
ZilkNTe5LTQyM2UtOTk1ZCOXxZTE2Y]BjM2VkOWQILCJOeXAIOIICZWFyZXIiILCIhenAiOiJOZXNOX2
NsaWVudClsInNlc3Npb25fc3RhdGUIOIIMTAZNGM2MithMTFILTQOYZzQtYTAXOS1mYWYzZDFjZjFk
MGQILCJhbGxvd2VkLW9yaWdpbnMiOlsiaHROCHM6Ly90Z214YZzAXLXNhbmRib3guZGdhLm9yLnR
oliwidGdpeGMwMS5vbmV3ZWIudGVjaDo5NDQzliwiaHROcDovL 3RnaxXhjMDEtc2FuZGJlveC5kZ2E
ub3ludGgiL CJodHRwOI8VbGIjYWxob3NOliwiaHROcDovL 2xvY2FsaG9zdDozMDAwILl0sInNjb3BlIjoic
HIvZmlsZSBIbWFpbClsInNpZCl6ImIxMDYOYzYyLWEXMWIENDRNC1hMDE5SLWZhZ]NKMWNmMMW
QwZCJ9.NieEn-1JxRGIAM2F THKVKXwiuflkZMBoUjKXKNS4kZu-
7BGKdkbe UPJzgUWX8agpGlv8Qu3J58VhewtDb1lkwRgDkpCFQI8Im6éHUukouepUYKOrgvAphptr
QU2ynuGGsgZRmMCPPP8okx-piXQh5PCcK3JqVFxCquySXYSr2 hGRACaT3-
HYBf1hiphVawj503PVa3jJav8ZjEpvq7r5QdMXEUzNLTDDavNcY vPpylSJps5rn6uvWKcP2pvxpgow
FA3vtlufQrCnAZ-
rMEb3LsVIMN3MYWujpRgDaY0gZZ2ANDDEhdxEemAk03vOolfPiXlUzL72X8gasefhwrkBQ
Slonensiaudnaviideyade
{

"alg": "RS256",

", Il I

"typ".

(18)



"kid": "lweCahlUjONIpidjJgYwocL pGRVGBON58THMTyBYECK"
H

"exp": 1679399156,

"iat": 1679398856,

"jti": "12f5763a-e30b-468d-ae86-01f69c5732d7",

"iss": "https://tgixidp-sandbox.dga.or.th:8443/realms/tgix",

"sub": "210cdb5f-d589-423e-995d-1e16b0c3ed9d",

"typ": "Bearer”,

"azp": "test client”,

"session_state": "b1064c62-al1b-44cd-a019-faf3d1cf1d0d",

"allowed-origins": [
"https://tgixc01-sandbox.dga.or.th”,
"teixc01l.oneweb.tech:9443",
"http://tgixcO01-sandbox.dga.or.th",
"http://localhost”,
"http://localhost:3000"

],

"scope": "profile email”,

"sid"; "b1064c62-allb-4dcd-a019-faf3d1cf1dod"
L[Signature]

N1sL1san 38 JSON Web Token JWT) 4518818 8nlulana1suinsgiunisd oulesuway

o 1

N v =~ ¥ M v [J ¥ Y a U LS
LLaﬂLUaEJu“UEJlIUaﬂ']ﬂ 3 G]WUﬂqiL?IEJMIUQ%@%a Seedamuuan uluslaARasEAULRUNALATY LOUNBYY

WaENTIANSILALLASLYETY

4.5. n13rIuANANSIuN1SId1Rs APl (APl Access Control)

N13A7UANANSIUNTITUIAY APl aui1nsgIu TGIX dyausvasAuialiseuud1iu3nng (Provider

System) fuladanzssuunsayAnaNAsUBR RN TURRTUNAY APl Ia dTaivunsssalull

(1) s¥uulAuInIg (Provider System) ABInsIaa8UIN ALAN12IEUUE ITUTNNT (Consumer

s

System) MHTUANTEUSURINUYINTUNIEAVEIUDS APl Y995 UUEIIUIN1S (Provider System)

MNUTIALLDEANTEUT UG INU

(2) spuudliuInig (Provider System) AI508NKUULAZHAILINITATUANANSUATNITATIVEBY

a

(19)

AnsauununuaztiNveslldaiu APl aag38 Role-Based Access Control (RBAC) 91484



910 INCITS 359-2012[R2017] Information technology - Role Based Access Control [4]

=l

Ahdu APl Ainandduaiunsaiduseauvesseuur 19uinis (Consumer System) 3o

sEAUUAAAK LT (End User) Tuseuuueassuuglduinis (Consumer System) viafiueg

Y

TUANABINITNINEINA (Business Requirement) Y83 APl kaznwlusinsuitldiaun APl

Y

108199 URBUATINEBUATE LU Role-Based Access Control (RBAC) wed REST APl &g

nwalaeld Spring Boot wag JWT

Provider System
{Implement REST AFI with Spring Eoot)

Consumer Authorization Spring Security Product Controller
System Filter Authorization {products

H
GET /products i
m Authorization Bearer xoo.yyy.zzzz '

i
i
i
]
Validate 1
JWT |
i

Forward

Evaluate
Pre-Authorize Logics
for role "Manager”

Forward

v

Perform
Business Logics

Response

Response
[{id: 1, name: "Product 1"}, ... ]

&

7
i
|
:
;
' o
|
;
i
:
y
:

Evaluate i
Post-Authorize Logics !
for role "Manager” ¥
:
i
|
i

JUN 2 fregatunaunsiaaeudnsn1wianilagly Spring Boot uag JWT

Tudaeg19919U e s2uuRldUIN1T (Consumer System) i3enly APl GET /products S¥UUE
1%u3n15 (Provider System) agnsiageudnsudinuinlu Role Fo Manager Fssfiunismudouly

magshaudddateyandululvissuudlduinig (Consumer System)

4.6. MIUTNITIANITURYIN15I6971U (APl Accounting)

= o

v IS L4 aa Y a Y o v A v v ~ 14
Uay¥n1sldaununefialnydnseuud l4u3nis (Consumer System) lddmsugududinuiiveoly

o

U3N13 APl 98958 UUK 1HU3N1T (Provider System) wususziandydlaniudsziannisdududiny

a A

19 3 UsztanUnyd Ao

4.6.1 Ugydlgaudsznn APl Key Tddusunistuduainudig APl Key
938U IAUINTS (Provider System) mwualit AP din1sgududinumeUndnisidaudseny

APl Key 1952 UURlU3N1S (Provider System) wagszuuildusnis (Consumer System) Ageaiiiuns

(20)



a LY v A 4 v al v & 1 [ < LY 1Y =
‘Ui%’]i’ﬂ@ﬂ’]i‘UEUUSUﬂ’]ﬂSUQ’]ueLﬂNﬂ’NNﬂa@ﬂﬂEJ ‘Vlﬂi%‘Vi’J’Nﬂ’]i%@LﬂULLﬁSﬂ'ﬁiUﬁﬂ“U@iqua API Key Tnedl

wiINUHUR

(1)

(2) 7

(3)

(@)

(5)

(6)
(")

av

&
U

5¥UUK LUS N3 (Provider System) Aaaiiusne APl Key 13 lufl Uaende wu tAuly

v

utayalaevinnisld Prefix Wag Hash A1989 APl Key Asfina1ilbilude N1 dumaunis

LYY

3
Pududinumey APl Key

Uy 5 (Consumer System) liiasruun APl Key 13lu Source Code @o19aziAn
AUAANAIAVUELYS Source Code Wﬁ’uqﬂﬂaﬁuiﬁ ThiAulilu Environment Variable
w30 File wiofidus Aliaglu Source Code wdn sauvieriinig Hash waaya APl Key fiou
BiEHD

5eUUR 1UTN15 (Provider System) A3sRaNkUULaEMUY AP Tia1115a01MUA Access
Control wassag APl Key Vimaﬂﬁudﬂﬁuﬂ%ﬂ%ma APl lg1

S¥UUKLIUINIS (Provider System) A3seanuulasiaul APl iaunsaivuaiununey
V99 APl Key 1¢1

szuuflsiu3nis (Provider System) masld API Key Tu APl Usgianilidunisgudoyauiiiu
11189910 API Key drudoyauszinniiiiunisains avndeudlateya anslinsdudusin
FEAUYAAANTOBIANTIINGEY 1w OAuth 2.0 s

spuuliuU3nTs AP aasTiu3ne REST API H1u HTTPS (TLS) Wit

ﬁgﬂigUUﬁﬂﬁU%ﬂ’ﬁ (Provider System) wags¥UUE l4U3N1T (Consumer System) AI3AN1S

NAFDUANUADANBYDITTUULNBMITlINAAANNTSIY APl Key Aaunsida1uase 1oy

NAABULINZTEUUMULITITOUDS OWASP API Security [5]

4.6.2 Ugydldau Identity Provider #sas¥usnmsgau OAuth 2.0

\WIa38UUIUINTS (Provider System) Mwualit AP in1sgududinumeUndnisldanudsenm

OAuth 2.0 1452 UUKIUSNS (Provider System) seuuildusnis (Consumer System) Wagniieeug

U3n13 TGIX Platform taieslesiazuaniudsudeya asaeadiiiunisasaluil

(1

2)
(3)
(4)

MB9URUINTT TGIX Platform anilunisdnmieussuuiigadiazgdududinu (Identity
Provider) f1843Us1m5571 OAuth 2.0

MILUEUINT TGIX Platform snfiunisiuameideudaydgldnu

#lsiu3nns API (Provider System) #adlsfu3nns REST AP sinu HTTPS (TLS) witiu

Access Token msfiszeznanisliauladitn dsfvelduing APl azdeaenliuinig AP

! d' = a =~ =
ADUN Access Token "USVZJG\I@']EJ 11578@3L@EJﬂiuL@ﬂﬁ’liﬂJq(}ﬁ:ﬁWUﬂ'ﬁLGUEJZJIENLLagLLaﬂL‘UaUu
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foyaninsg Mumadenlesdoya Festermunsuluslnroasefutounaindu leunesy
Larn1sInnsineuazigaty

(5) \ilo Access Token Indnsnongfliusnis APl amnsniSen Refresh Token Litevesioong
Access Token 1 fisrwaziBonlulonansunasgiunisidonlosuazuaniudsuteyaninig

aunsgelesteya Wostemmvuanulusinneaseaulaundiady lunestLazn1sinns

IMLAULAZ LY AT

4.6.3 ﬁ’iy,m‘ff\i’m Identity Provider ﬁiae%‘ummgﬁu Open ID Connect

LY

n3lNTzuUE 1AUTNT (Provider System) inualy API dn1s8uduiinumigUydnisldau

UszLan Open ID Connect M358 UUKLUINT (Provider System) s¥uuRlEUIn15 (Consumer System)

WagMIBUEUINNT TGIX Platform aziinisandunisivilouiulduinsgiu OAuth 2.0
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ANAKNUIN N VUADUNITEUSUAINY

N1 IUABUNITEUIUAIAUAIY API Key
Tusnuinaiiatiu APl Key 1Huaitasatuwuuligidulaessuudliuinis (Provider System) wéa
deauliiszuudlduinig (Consumer System) nulildlunisdududnuseninasenldau REST API

YBISFUURLUINIT (Provider System) faguil 3

[2] Send API Key (Manual or via API)

[3) Store API Key Consumer Provide
Saten ES 1] Create APIK
SR [4] Call REST AP| with API Key ystem [1) Create o

» [5] validate API Key

[6] Return Data

(%
[

5UN 3 Tumeumsanliunisiedudumnume APl Key

53UUK 11USN15 (Provider System) WAz sz uun LYUIN1S (Consumer System) AT UABUNT
Aliunsassialull

=

JunaUN n.1.1: 158519 APl Key (Create API Key)
Tuduneauil szuugliuinig (Provider System) dasaiilunisasne APl Key dagui 3 Fsluusiay

API 11U 5¥UUKIUINTS (Provider System) fiasaniiiun1sasna APl Key Tianlieniu Ine35nsiiuugii

[

ABN5EUAILTINT Secure Random N IUsUNTHALGTRILNTEUU WU TUSUNTUAW Java fisil

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;
import org.apache.commons.codec.binary.Base64; public class SampleGenerateAPIKey {
public static void main(String[] args) {
try {
SampleGenerateAPIKey s = new SampleGenerateAPIKey();
String prefix = SampleGenerateAPIKey.getSecureRandom(32).substring(0,7),key =
SampleGenerateAPIKey.getSecureRandom(32);
System.out.printin("API key: " + s.genAPIKey(prefix, key));
} catch (NoSuchAlgorithmException e) {
}

public static String filter(String source) {
return source.replaceAll("/", ").replaceAll("\\+", ").replaceAll("=", ").replaceAll("\\\\', ");

(23)



public static String getSecureRandom(int bytesLength) throws NoSuchAlgorithmException{
byte[] sRandomBytes = new byte[bytesLengthl];
SecureRandom.getinstance("SHA1PRNG").nextBytes(sRandomBytes);
return filter((new Base64()).encodeToString(sRandomBytes));

public String genAPIKey(String prefix, String key) throws NoSuchAlgorithmException{
return prefix + "." + filter(
(new Base64()
.encodeToString(MessageDigest
.getinstance("SHA-256")
digest((prefix + key)
.getBytes(StandardCharsets.UTF_8))));

nadnsAlEansetsiduRe APl Key ididngil
APl Key : Lhyz7fW.OMFHIBMWWVhol ZWSmNXBW8lugbOwkTtHy76BEQ Fausznaumae Prefix
A9 Lhyz7fW uag Key An OMFHIBMWWYhol ZWSmNXBW8lugbOwkTtHy 76BEQ

waa91nlAAT APl Key ud s2UURLiUEN13 (Provider System) masiiusn API Key Tiluiivaensds wwu

[

Aulilugudeyalaevihnisld Prefix uaz Hash A1 API Key manwilusunsuiildimuiszuy dadl

APl Key : {prefix}.{hash_of whole api_key}

Y a

wanaNil sEUURIiuInIs (Provider System) Asseylaindnisduauy APl Key Tussuugldusnig
(Consumer System) lauaaune wiounalinsmmuniununengved APl Key aunsanivunassnul
LifTununeny wimsaunsauSuilaeuliifununegaunnumanzauves AP e wenainll Aasase

APl Key lalnsiillafin1ssasvaanszuugldu3nis (Consumer System)

=

Funaud n.1.2: n15deNBY AP Key (Send API Key)

Tuduneud 53UUH 1U3N15 (Provider System) Aassiiunisadauey APl Key lifussuuy
71403013 (Consumer System) #a3Ufl 3 Fen1sdeuay APl Key U iindundsainssuugliuinig
(Provider System) ¥4 annaduit aldusnas APl (Service Agreement) U3 UU WY U NS
(Consumer System) 7 TGIX Service Operation Center 5@@LL61®8WJ’JEJ<‘IWQ’U%W3 TGIX Platform

SeuTesuas lnsiingazidunnuunsguan dngnssuniswenlosazuanilisudeyaninsgseiuns
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Weulesteya Fasyuugliuinas (Provider System) @nansaidenaiiiunisds APl Key shutiosnnasingg

IAMUAUANLANLALIUUTEUNUYB VUL LAY

- dwudwa
- @519 APl dmiSuds APl Key

- imwntheedmiuliseuugldusnis (Consumer System) 113U API Key

v
[

Junaudl n.1.3: n1siuinen APl Key (Store APl Key)

Tutumeutl seuudléusns (Consumer System) Foasiiunsifiusnu APl Key faguil 3 8
wdsanlaguney APl Key udatiy JEUURIUSN15 (Consumer System) Aastiusne APl Key 13Tu
ﬁﬂaa@ﬁ’a laipsinvium API Key 131y Source Code %aawaamﬁmmmﬁmwmmmzLLSU% Source Code
1‘171%14@%514151’ WUU@%U%WS (Consumer System) A35LAU APl Key 1311 Environment Variable

30 File W3aidu Mlioglu Source Code wan 59uViNNT Hash vastaya APl Key fowuiuLawe

=

sunaud n.1.4: nsBudusianuuazien APl 428 APl Key (Call REST APl with APl Key)
Tudunoutl seuugléuins (Consumer System) dossidumsnsBudusnuiieFonlduins
REST APl 678 API Key éﬁ’qgﬂﬁl 3 Fufntuiloldsu APl Key WA5¥ VUK IUSN1S (Consumer System)
doniunisdelaya APl Key dieBudusnuszninadenldusnis REST API ludasguuIiusng
(Provider System) Tngszuugldusnis (Consumer System) annsasndunisauiildmnadlitussuy

AlYUSNT (Provider System) 31n35salUil

(1) dedfoya API Key L8udunilsws Authorization Header vaugi3onld REST API faoeaisy

Authorization: Apikey 1234567890abcdef

(2) d97oya APl Key Ldudrumni sves Basic Authentication 98¢ REST APl 28819 Curl

Command L3y

curl -X GET\
'https://provider_server/endpoint/' \
-H 'authorization: Basic 1234567890abcdef '

(3) davoua API Key Judruniaves Body Data vauzi3enld REST API fegnaty

curl -X POST \
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"https://provider_server/endpoint/' \
-H 'content-type: application/json' \
-d {
"api_key": "1234567890abcdef "
y

(4) deUaya APl Key Hugdunilsvas Query String vauziSenld REST API fhoghaitu

curl -X GET "https://provider_server/api_endpoint/?api_key=1234567890abcdef '

Junaudi n.1.5; mmmaaaummgﬂéfawaa API Key (Validate API Key)

Tudumeuil seuulliusnis (Provider System) faeAuN1INTIVAOUAIUYNADIVEY APl Key

1
v =

5UN
U

Ma99n0U T2UUR ITU3N13 (Provider System) Aa4aLlUN1IATIAADUAINYNHA BIUAIANTUNT

3 FainUudlaszuugIiuinis (Provider System) lasun1svalduinig APl wiausae APl Key

) ¥

TAusnN1s APl anudeyaiigniesve seuiasnistiuinmsmn APl Key ligndes Fetunautdliuinig

Y

APl 213150 3UNS A ANUALMLNZENYDIN W TUTWATUN TN U TEUU

pA
o/

JUADUN N.1.6: NISABUNAUNANIS LAUSN1S APl (Return Data)

Tuduneull s2UULlTUINNT (Provider System) fiasaniiiunismaunadunanisiiuInig APl fagui
3 FuinTwilassuulliuin1s (Provider System) mI13a0UANGNABIYRY APl Key Uaisniiunis
Tu3ns AP anudeyatigniesvedisa msneundusiag HTTP Code 200 audee13il ise HTTP Code

DU MIUAULUNZEL

“messageStatus": {
“status": “200",

“description": " REST API successfully carried out the client requested”

nyeldeen1sUiasnisliuinig 1iesan APl Key laigndes aasnaundunte HTTP Code 401

R PSRN RIS

“messageStatus”: {
“status": “401",
“description": " Unauthorized - ApiKey invalid or ApiKey not found"
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}

n.2  Yupaun1studuiinuflsuinsgay OAuth 2.0

LYY

sruuiigatuazdudusinu (Identity Provider) 1583950 OAuth 2.0 s¥uUgl¥u3n1s (Consumer

System) UagsyuuRliusnTs (Provider System) didunaunisatiuniseiail

End User Device

2. Implement Grant Type

3. Access Token
5. Data 1. Register User Account

4. Validate Access Token

U 4 amsinvesnsgududnume OAuth 2.0

=

Yunauil n.2.1 n1sameideudayildny (Register User Account)

ludunaull sruug1u3In1g (Provider System) wagsguus| L¥U3IN15 (Consumer System)

v @

Antiunswianulsrasdveama Do udydldanungaiuasdudusiinu (Identity Provider) Fagua

v ¥

lagmiigaulusn1g TGIX Platform aagu# 4 dumeutlaziiadundsanfiseuue liuinis (Provider
System) LLazszuusﬂ%’ﬁms (Consumer System) yiIdannasiialduins API (Service Agreement)

139 TGIX Service Operation Center 38U508La?

Aeandunisluduneuilduegiu Identity Provider Miasn@inlungu TGIX uagniigauguinis

Y

TGIX Platform anasiudentdmiidunisieuimsdanisinydgldnu

=

Jumaudi n.2.2: n1sdudusanuiiialifld Access Token (Implement Grant Type)

a Ly

Tumeuil seuulduTnis (Consumer System) Aaaaiilun1sdududinuiugigauuazgudu

(%

#nu (Identity Provider) Litalsle Access Token sanseudimnlugud ¢ @slusnasgiu OAuth 2.0
fuszianmstusudauuazlians (Grant Type) Ssszuudliu3nng (Consumer System) annsniden
sufumsldmunnumsnzanvesmulusunsuildiamiua suussnaii Tnoidenlsain 4 Ussian
Lo
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(1) nsBudufrnuLazlia@ns (Grant Type) Uszian Authorization Code

Authorization Code 1Ju Grant type ﬂizmwﬁisuu@%ﬁmi (Consumer System) 8ugu

Aanuiu Naaduazdududinu (Identity Provider) Ing1n Authorization Code uuaniUdeuidu

Access Token

B
(2] Require User Credeatials and Reguest Permission
End User
[3] Allow Access

4
[1] Initial OAuth Flow, Client 1D 4

Cansumer identity

) Providur
[4] Authorization Code ]

o
N [5] Authorization Code, Chient 1D

|&] Data [6] Access Token

[7] Access Token

¥

5UN 5 Tunaunstududinuele Grant Type Uselan Authorization Code

na1e Ui [1] - [6] Tuguil 5 Wusguudl§u3n1g (Consumer System) @1unsaliensiiiuy

nsuiteleile Access Token aundnnisly OAuth 2.0 Authorization Framework (REC-6749): Section-
1.3.1[6]

(2) mstududrnuuazlians (Grant Type) Uszian Implicit

Implicit 9ziiAundgiuwuy Authorization Code waisinafiuszuul¥uIn1g (Consumer
System) liifioaniiunnsas Authorization Code wdaluve Access Token 8n¥l wsazle Access Token

v W

NAULIUNIS Query String mn;ﬁ“qﬂﬁuazﬁu URINUY (Identity Provider) Tuasahen
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|4) Access Token

/ < {
o © |\
<
\—’ [2]) Require User Credentials and
€nd User Request Permission
[S) Access Token
(3] Allow Access
A 4
[1] Initial OAuth Flow, Client ID
Consumey
< Lo ’
System
A
[7] Data (6] Access Token and Client ID
A4
Pravider
System

UM 6 Tumaunstuduiinueiy Grant Type Usian Implicit

9narfud [1] - [5] Iugﬂﬁ 6 Uuszuudl9uIN1g (Consumer System) anunsaidansiiiu
mnﬁal‘ﬁléf Access Token munann1shi OAuth 2.0 Authorization Framework (RFC-6749): Section-

1.3.2 [7]
(3) mstududrnuuazlians (Grant Type) Uszian Resource Owner Password

Wunisdudusinuuazuednslag dldaussuuresszuuglduinis (Consumer System)

9819 Username way Password ﬁUizUUﬁﬂﬁﬁU?}mi (Consumer System) Taunss WeulUve Access

Ly [

Token MNKgIUkazdudufinu (Identity Provider) fadl

/ \-\,
{f @ ® )
\ ,c‘

End User

[1] Username and Password

A4
[2] Username, Password
and Client ID
Consumer
System [3) Access Token
A
(5] Data [4] Access Token
A4
Provider

System
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5UN 7 Juneun1studusdinueme Grant Type Uselv Resource owner password

nauT (1] - (3] lugud 7 duszuudlduinng (Consumer System) anansaidondiiy
nsuiteliilel Access Token aumdnnslu OAuth 2.0 Authorization Framework (RFC-6749): Section-

1.3.3 [8]
(@) msBuduinuuazlians (Grant Type) Uszan Client Credentials

Dunstududmuunazvedndlaeszuudldusnis (Consumer System) ald Client ID uaw

a v v

Client Secret Tun1sdsluve Access Token MIfgauazdudusanu (Identity Provider) Ingaziduns

9581049 Server LUEe Server lagnsa

2

End User

[1] Client 1D and Client Secret 4
Consume
Syste <
Systam (2] Access Token
A
(4] Data [3] Access Token

A 4

Providar

5UN 8 Tumaumstuduiinueiy Grant Type Uselan Client Credentials

nadud [1] - [2] Iugﬂﬁ 8 UuszUURlHUIN15 (Consumer System) @insaLiananLiiy
mM3uiteliile Access Token snuwdnnisly OAuth 2.0 Authorization Framework (RFC-6749): Section-

1.3.4 [9]

Y a

wwImslunisidanyszian Grant Type Juegduuseinndoyaniee veeszuul l4uInIg

(Consumer System) laun edeyanisdududinu uazdnuay Application ¥8353UUH MUINIT

(Consumer System) 11 Web Application %5e Native Application ﬁqgﬂﬁ 9

(30)



_/’Y\'--_
. - ./// o \'\- o e
(APt < Wuns T~ SEUY WuUBUTI
< g >
Implicit Grant ~_udi muhmﬂxu//,/ Client Credential Grant
~
&
- q"y\
Third Party Client “:..l"‘ b
A .
D e I CiAda WA AD T e,
R ot Cllent-Skie Web App sy Server-Side Web App
<':/ Firss pamy ¥Eo thind gaty chent \?"‘ ‘fx was \~?"
Nl N GOt S~ 23 Consumer  _—~ -
~ T~ WUEUTIS
First Party Client Native App Authorization Code
h 4
s e Grant
WUELYTD - S
7 Consumer ey &
; - ~
Resource Owner < Fint party ¥le sty client >
X B First Party Client S - Third Party Client
Password Grant _—

First Party Client Ansruy Consumer il eniniatiavivamabiglisunsandaya Password 910 IDP Hipwu

Third Party Client Agizuu Consumer Wiz Redirect Wivigfl¥arunsentaya Password ¥ 1DP Faihvitnimatniunsnany

5UN 9 wnmansidensniiunis Grant Type

Y Y a o a 2 o v ea Y a

W a53UUK LTUTN1S (Consumer System) ANLIUNNSIATATEUT 08 NAGNST T2 VUK ITUTNS
(Consumer System) la5Uf® Access Token 7AlAsUNSII1SHEAIE JSON Web Tokens (JWT) Liielads
IAfuseuudliu3nag (Provider System) TuvauziSenldu3nis REST APl vaassuudiusn1s (Provider

System) A19819 Access Token f4il

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{

"access_token™"
eyJhbGciOUIUZzIINilsInR5cCl61kpXVCI9.ey)pc3MiOiodHRwOI8VEXktZGItYWIluLmF1dGgwlmNvSL
sINN1Yil6ImF1dGewfDEyMzQ1NilsimF1ZCI6ljEyMzRhYmNKZWYiLCJleHAIOJEZMTEYODESNZzAsIM
(hdCIGMTMXMTIAMDk3MCwibmFtZS|6lkphbmUgRGOWiwiZ2|2ZW5fomFtZS|6lkphbmUiLCImYW
pbHfomFtZSI61kRvZSJ9.bgljxtGIB _bielkgOnjTYIDI9FilFb6IMQINXOYS",

"token_type":"example",

"expires_in":3600,
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non

"example_parameter":"example_value"

nsALfiun1shuuazdganediu JSON Web Tokens UWT) fi518azidenluienansuinsgiunis
Weulgsavuanideudeyaniasy sunsidenlesteya saaderimuamulusinneaseduleuniindy

LPUNDYULALNANTIANIT LA ULALLYATU

v '
(4 =

YUADUN N.2.3: N15L38ntY REST API A28 Access Token (Call API with Access Token)

o 1
(9 S

Tupauil ssuuglduinig (Consumer System) Aigasiiiun1sisenlduinis REST APl 48452 UL
T3 u3n13 (Provider System) a8 Access Token fagul 4 FadunouiiRndundsaniissuuglduins
(Consumer System) la5u Access Token anHAigatuazdudusdinu (Identity Provider) Ua35suy
i 195015 (Consumer System) @1315011 Access Token u1UsnauLduduni svoq HTTP
Authorization Request Header Wesenldusnis REST AP ﬁ]ﬂﬂizUUBﬁﬁU?ﬂ’li (Provider System)

faFag19nalUl

GET /resource HTTP/1.1

Host: server.example.com

Authorization: Bearer
eyJhbGciOUIUzIINilsInR5cCl6lkpXVCI9.eyJpc3MiOiodHRWOI8VEXktZGItYWIULMF 1dGgwL mNvSLs|
NN1Yil6ImF1dGewfDEyMzQ1NilsimF1ZCl6ljEyMzRhYmNKZWYiLCJleHAIOJEZMTEYODESNzAsImLh
dCIGMTMxMTIAMDk3MCwibmFtZS|6lkphbmUgRGOLUwiZ2|2ZW5fomFtZS|6lkphbm UiLCImYWpb
HfomFtZSI6IkRvZSJ9.baljxtG9B_bielkgOnjTYIDIOFilFb6IMQINXOYS

pA
s

Junoudl n.2.4: msmwaaumwgnﬁawm Access Token (Validate Access Token)
Tudumeui ssuudliuins (Provider System) diosiiiunsnsivaeuninugniauas Access

Token 3181 Access Token ‘ﬁ'aaﬂ’mmﬂ’ﬁqﬂﬁuazﬁué’uﬁmu (Identity Provider) wazidu Access

Token filsivineng udadndunislvuinng APl auiigniesueiile Access Token gndes fsguil 4 &

N13M3I980U Access Token i5gazidenlutonalsuinsgiunmsiveslednazuaniUisutoyaninsy au

nsiwenlestoya esdammuamulislaneasedukeundiady leunsguuazn1siansiniauuwasivaty

YUADUN N.2.5: NISABUNAUNANIST LAUSN1S APl (Return Data)

\Wo3xUUR 11AUIN1T (Provider System) A539a0UAIINYNADIYBY Access Token kaaaiiung

a

Ts1usn1s AP mwﬁaaﬁawm%’awaﬁwL%ﬁ]mimmé’ué”w HTTP Code 200 s1uf788191 1138 HTTP Code

Y

d' Y =
U MIUAINULNUTEL W\TE‘U‘V] 4
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“messageStatus”: {
“status™: “200",

n,on

“description": " REST API successfully carried out the client requested"

LAINTEUUE ITUTN1S (Provider System) Aaen1suiasn1sliuinisnsal Access Token 4l

gNRBIMITABUNGUME HTTP Code 401 nudiagasialuil

“messageStatus": {
“status™: “401",

n,on

“description": " Unauthorized - Access Token invalid or Access Token not found"
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