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151504 (Public Key) waznauadiuda (Private Key) daglifldaunsassudnu wazdulunis

Josiunisugiasanusviaveuvedlivieylviusnisaneie [1]

Certification Authority (CA) vanea11171 WuesdAnsdeiminilunisldusasiiendunisesn
Tususesdidnnsedind Wosusesimuiluiasaveyara dfuana vseleuiifla 9 [1]

'
aa vV v S v v

Tususesdidnnseiind (Digital Certificate) nunepauin Idnfideyaisiaiiedudusiinuves

WvaINaaIEIsaly waziludiumilaves Public Key Infrastructure (PKI) lususesadviasnlalu

) < ¢ A A A ad a & L. . al XY
nsasadeumnuvealuled wselunisasaneletediannselind (Digital Signature) wialiula

(14)



2.8.

2.9.

2.10.

2.11.

2.12.

2.13.

2.14.

2.15.

J1nsdeansuuainanunayndeie lususesiiiongnisldaunazazgnesnlay Certificate

Authority (CA) fildsunissuses

nsisWawevilandu (Hash Functions) ningaudt deidunldideuteyavunlngviedeya
1o 9 lududoyavuiman Aldawnsadeunduiludoyaiuld wieisandn "digest' wialdlunis
A3I9dUAINYNABIYeTaYa nien1sasatefledediannsednd (Digital Signature) loeil

danesnulmdanty 1wu SHA-256, SHA-3 %158 MD5

o o v

NsnsHaRUUELNIRS (Symmetric Encryption) vangadnuin danesiudmiuiinsiadeyaind

' v
d = (% [

Audfguazsosnisunladumiudu Wnedidnvaznsdisfauuuldnyuafimdoudusislu

JUADUNTVE WALTUNDUDDATIE

LY

NSLNTRALUUDENNINT (Asymmetric Encryption) 1818A210791 N32UIUNTTNSRALaY00ATIE

v e v o ' ) o oA . | ) .
Toyaildnnauanuandaiuaesdu Ao nouaasisue (Public Key) wazngyuadiuda (Private

|
' '
a 4 v 4

Y
doya gnidsianenylIa1s1Te @IU15000AIHAlAR 8N YLIFIUAIYITY

Y

=

Key) N3l

4 v Y !

drudoyangniinsviacmenyuadudl awnsanensialdnienaguaasisae dnldsu-dweya

Y

deenisanulaendegs wisldlunszuiunisasaneiiedediinuselind lnvaruisadenld
gane3NU WU RSA, Elliptic Curve Cryptography (ECC)

< a

4 A a ¢ L. . I aa A o v
AgUYaatanNnIaund (Dlgltal Slgnature) PBUIYAITUIN ']ﬁﬂ’]iﬁ]u&]u@]?’]mgﬂ@]@QLL@%?‘YQ’]@J

oA A v a & a ¢ A I v | N 2
Undedievestoyadiannseind weluulaindeyaligniudsuulamievasuulas lnenis

¥

Wsakuveanuns wazldnauadiudivesiduiioasnsnisasunuenaisuuudiannseind

=4

b3

o

vloyalasuaelededidnnsednd aunsaldnyuaasisuzuesdds iensraaauniny

eze

ANADIVDUDNAITNAIUILLUUBLANNTatndlle Hrelarusaszusny wazdudunisdeeiu

Y 9

nsUftasausuRaveuveglivieylnuin1sanae

W 1MUTN15 (Provider) nuneAdud1 nulgnunidaliuinis APl d1vsunisideulesuas

waniagudeyanisluwnanvlesuiildumsgiu TGIX

SEUUEIUINIS (Provider System) M3gA31831 SEUUANTAUMAYDIMUIEUINISIEUTNIS

APl dmfunisiwenleuazuaniUfsuteyanigluunanlesuinlduinsgiu TGIX

A 19UIN1T (Consumer) MaN8ANIN MigunlduInig API dnsunisiesleuazuaniuaey

tayaniglunnannesunliuinsgiu TGIX

52U lEUIN1T (Consumer System) H18AI1U1 SEUUAITAUMAYRINUIEUNITUTNNT API

dmiuniswenlssazuwanildsudeyanigluwnanesunliuinsgiu TGIX
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2.16.

2.17.

2.18.

2.19.

wnanasuu1nsg1u TGIX-based Data Exchange Platform #318A31337 S¥UUAITAUNANTT

WelosuazuaniUdsudayanaeaniiunnsgiuniy TGIX laeisenikuugadn TGIX Platform

1 111UTN15 TGIX Platform (TGIX Platform Provider) #318A7313137 S¢UUANTAUNAYBINUYILIT
AIHUSnIs TGIX Platform wieaduayunisi@euleswazuaniudsudoyalimdulumuninsgiu

TGIX
Aad (Must) vunga1dd ganiunissesimiudenivunbuuinsgiue

Y

A3 (Should) #H18AI1NIT {ANTUNISAITINAUTMNUAlULIATE 1L
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3.1

[ [
=

nuanguaziuIUURNNgIta s

W33 URYYRNITUININULAENTIUTMINASIRLIEUUATE W.A. 2562 (6]

[

1991 13 seydnieuselevilunmsuimsssniswinaunaznsiiusmsussyiy limhenuvessy

<9

Y

IplniimadonleuazianiUasutayaf 3anin1sInINUALATOUATEINUNINLIBIUYDITTUIDY
$99v0 NRLAAMIYTUINMITIY

Y

e 15 szyin dlguduandeudeyanaravhwifidugudnadlumsuanilaeudeyandaua

ee

N U yUA TN ATENT 1MW IBIUYBIT T LT Al Uau UNISATUNITVOINY 89UV T]

TunslAusnsUSEIUNIUSTUURAITA wagsiunIsius asnamalul

(1) MuuaulguisuazunsguielInunswenledwasuaniUasutayaiauesonnznIsinig

Wawsguafdvialianuiiuyeu

Y

2 UszaruwazlinugismaswinuisauvessglunsieulusuazuaniUdeudayandvia

Y

syinaiy aurfuRnaalinssdunmsdanaridulvlusamasaranasg e
mamdninase 35m3 waziteulviinuenssunsimunsgurandatmue

(3) davidesunsyateyaidiavesnindy uardaiiviuinudngiuvesniadenlosuas
uanasuteyaddsa

Y]

(@) 13998U7 AUTIANENTIUNITHRIVISTUIAATIALUNINY

a9 19 32y TunseBuusn Wdhanusidunsidguduanasuteyanarwmiumng 15
mMstnsnusliiiuaesd Weasuimunszeznadangm TranenssumItmunfsuaRataianswn
anududunasnyaninfumissnuresigissndudunsietuguduaniudsudeyanans
sl Tunsdlflpauznssunsiannsguian s autuassliniisnuvesssuiad ulavimd 1 unu
dniinau Tauouunmemssiiiung mslounsia sussanunindaulasvian AMILHNUY Uy

ypansludmnenuuasiuriduiusienne Sguussensan
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4.  YBNINUANIUANUUNTDNILATAINNUAIUADANY

wnsgrunsenlesiazniskaniUisudeyaniady seaunisienlestayaianudaiunay
lnnudAgluisewwesnnulasnds wazn1sidnsiareinIshaniudsutaya seninessuullduInig

(Consumer System) UagszUURLU3N15 (Provider System) nsivuaN1nsguluduauUasade

[y 1 1 v =2 a o & al' 1 o

waznsisiadeya Afinssudsszniniuiadudsdniunsshisnisananudssduiiumiuvasnds

asle

Tudiull 92e5UIEnaNNISTUNUFIVVBININTFINANUUAAAUBININTFINNTLTOULEIMATNIS
N v ) 1Y) = v A o & o v oA A
wanidsudayaniasy seaunsienlestoyan Avuadu inelmiuninsgiuaiudndefowas
o ) = N v Y a Y] 44' Y]
AnuuasUasndenisienlowasuaniuaeudeya lnggadannuannisluizesanudaensivaisaune

(Information Security: InfoSec) [2] 5&U33ﬂaulﬂﬁw?ﬁuﬁwﬁ’m 315049 o Confidentiality, Integrity

(% A

way Availability w3afi¥dniu Ao CIA Triad [3]

Y

4.1. euszasAvasdanmuanugIuiuANLIetiauarANuAIUaBnNY

4.1.1. msdnwiAnuduvesteya (Confidentiality)

v v &

mMssnwmNduresdeya Asnsiiusnudeyabiduaudu waseygnliiamedilasu

Y

augaifsdeyald Tnen1sdndnanslunisidnfdeyavesldaulussuy ({Rddnufertesluns

Y Y

o

N N v v ) . . a £
LU @MIUQLLagﬂqiLLaﬂLUa EJuGZquJJa) AIYNITH U UNINU (Authentication) LazN1TATIVEDUENT

(Authorization) Tun1sidndiansnens wieliiulaladnagliinsidndsdeyanngnlilasuayan

(%

= a o Y - v v ]
ll’W]i;ﬁs"le'ﬁL“UEJLIIENLLa%ﬂWiLLaﬂL‘UﬁEJ‘L!“UEJ@,I\Jﬁﬂ']ﬂi% i%@Uﬂ’]iL?JEJZJIENGUEJ%Ia (TGIX) Tonnsaanu

o9

1%

foualuszuuienaniueioiisasisas 1w Intemet Fsfimsimualiliisnsdedeyafonszuiunns
fiflanudaensfugs 1 Digital Signature waznsid1sateya (Data Encryption) Tadeyaazdegn
deiuluslinaea HTTPS vy Transport Layer Security (TLS) fivzyaetiastunissnduuaziesiunis
Tasnssudioya Tngasvinlisiulaldinnsuaniasudeyarusnsg i TGIX axinwiaudu wasandy

dudvesteyals Jaladivemmuaiiieides dutalull

(1) YafmunsuaulaenisveInsdsdaya (Transport Security)

(2) Tofuansitsia (Encryption)

(3) 9an1uUAA1U Authentication Access Control Wag Accounting G?Qfﬂﬂa'nslummgmﬂﬁ
Foulssuazuaniasudeyaninig sunisdenlosteya 13eq Tormuasunstudusan

ASMYUAENS wazlayainisideu
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(@) TaMruUAAIUNITUINITINNIT Token wag Session F4nandluuinsgiunIsiiaulequas
waniasudeyaniasy mumsweuleadeya 1589 Yernuavadusinneaseiuwaunaiadu

LPUNBYY LAZNISIANITILAU LAZLIETY

4.1.2. AnugnAedveteya (Integrity)
% D = o § v % g N v
ANUYNABIYEITBY A AB N13RTIvaeU wavylviulatteyandnisuaniudesuduaiely
WINTFIU TGIX AArnugndesuazanysalasudiu lignudly wisvililasuanudemaundaya

Pnanasuiuniely TGIX Feleddamnuaineidas aesalul

(1) deruuanunulaensievasnIsadsteaya (Transport Security)
(2) dermuanisduiinfanssuuazdeyaasTreNiImes Az saendes (Logging & Monitoring)

(3) ToMUuUANITINNIIAURANAIR (Error handling)

4.1.3. anuniouliiusnig (Availability)

amnuwFesliuinng Aeaundesldaunioliuinisvesszuuldegisdeiiles ievinliuladn
sAUsENaUAN q Tuanasgiu TGIX fanunfesliuinsiuesddsznoudu Tusnnsgiu TGIX Aifinm
Rendosiu uazifiousammanszvuainmslianansalviuinsld auhluguansenuduglduinng dalad

¥ o P o I =
JomuualigItes analuil

(1) ToMRUANEINUNITUBINUNISIAURA
(2) YOMUUANITINNNDNTINITINDIUSNNSwaLlansnens (Resource and Rate Limit)

(3) dornuanisaivaeudeyaidi (Input Validation)

PNUENNITURUFIUNG 3 T19AU Ao NM5Tn¥IANEY (Confidentiality) Adugndvsvesdeya

(Integrity) wazAunsonliuinis (Availability) lnsunasgiunisiweulsswaznisianUisudoyania

%r.“/le

Y
RGEE!

O.IISJQQJ o dll

sgiunsweulesdoya dnliddervuniieidunseuwuimenisujifinuuuamenisugd

ee

ATOUARNTYUURIIUSNNT SeUURlTUINIT wareIRUsENaudus muuinsgIu TGIX fagul 1
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o » = s K -
l,l\’biﬂ"! ::-1!7'.11"“'1 D IENauTy 9 AR TGIX

Provider System

Consumer System

tdentity 161X
Provider Service Operation Center

Application
Certification
Authaority
Presentation m
Session
Transport
Network
Data Unk &
Physical

UM 1 nmsiuesaUszneuresnsWesleiazianiUdsudeyaniasy

AT UITar UMY 4 @ Ml

(1) Gﬁ'aﬁmuﬂéfmmmﬂaamﬁa%aaazuwﬁﬁu‘%ms Usznaure

f.

9.

Q.

4.

¥

afvunsuANLUaeniuveInsaseya (Transport Security)
YONMUANISLLIS9E (Encryption)

DANUANITINNADNTINISIINDIUSNTwaLlanswens

e

€

afimuANTTTUTNAANTTULAYUaLATITITABUNILADTUALN15MTIVA0Y (Logging & Monitoring)
YOMUUANITINNITAURANANA (Error Handling)
Jammuan1snsiaaeudeyatidl (Input Validation)

Y o = ) Y] a
GZJ'E]ﬂ'TWu@LﬂEJ']ﬂUﬂ'ﬁ{ja\?ﬂUﬂ'ﬁIﬁ]lm

(2) Gﬁaﬁmumﬁmmmﬂaamﬁamawzuwﬂ%ﬁmi Usznausiy

f.

.

f.

JammuanuaNuiuatUasnievesnsaetoya (Transport Security)

€

[J ¥ L%

YanuuANI3UNIE (Encryption)

Fomruan1stuinAanssuLasdayaTasAeNiamesuazn1SnTI9d0U (Logging & Monitoring)

(3) TafmunsuANUABAfEYRIRIAUTENBUAY 9 MUNINTFIU TGIX Usenaume

f.

9.

¥ o ;%

mamuummummﬂaaﬂﬁ'ﬂﬁuaamida%’aga (Transport Security)

€

[ v Y

UDANNUANITLNTUE (Encryption)

Fomruan1stuinAanssuLasdayaTasANimesuALN1SnTI9d0U (Logging & Monitoring)
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1. TAmMUANITIAN1IANNEANANR (Error Handling)

(4) TommuamuALUasaieiieItasiungmine Usenaunie

LY v wva ¥ £

JomvuaniieInunsevdydinuasestoyadiuyana w.e. 2562

A

>

wa | Y o

9. PamuuaiieiunTE Uy QRmMen1TnsEYANURANEINUABLNLABS W.A. 2560

o

o

<

A, TOMUUATLAEINUNGNNAUIINITAUSNYIT0YATIITNIIADUNIABT VBRI TLUUR ITUTNIS
n.A. 2564
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4.2. darnuadiuauUaanfevasszuugliu3nis (Provider System)

4.2.1. defmunaiiuaiulasnieveinisdesteya (Transport Security)
AUUneAiBveIn1sdedeya (Transport Security) 94110531 TGIX VB2 UUE AUINNTIY
yatulunisdatenalusediu Session vaesEUULIAUTNT lussdUsenauvesnnsg UM toulosas

waniagutayaveIssUURlAUINISASIUN 2

Consumer System Provider System

Consumar App

Consurrarg AP
REST Clieat

Provider App
Providing AP|
REST AP

AP| User Account
Authentication
Logs [ Access Control
logs || Monizor

Application ‘ “AP) User Account

Certification
T Dt Forrent Authorit TONX Diats Farrent
Yy

Presentation

Network

=
4
o
2
v
z

Data Link &
Physical

£
P
]
2
-
z
-

3UN 2 asRUsEnauingttesiuaulaendeveinisdedoyarasssuugliusnisniswenleuas
A o 9
uwanidegudeyaninsy

v )

ielinissudeoyadmuuinmansuanideudeya Irmnudasadowazidulunudenivue

Y

1%
1Y

fuguiuauUaends nsdeasiiefudedoyarensgiu TGIX vesssuugbiuinisazdenduly

mudefimuanuAuUaenieveIn1sdsdoya (Transport Security) ¥e43eUUR ITU3N15 [4] Tnedl

a o a
FYALLRYARIRNITINN 1

M13199 1 Y muaiumuUasnsisveansdstaya (Transport Security) ¥e938UULIIUINTS

PonmuainuAUUaenisveIndadeya Tonmua

(Transport Security)

o msdslayavzdewiunIsuL HTTPS Tagld TLS 1.2 1Wued1atiey v
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M19197 1 TormuaniiuAuUaenieveInisdadeya (Transport Security) Y0458 UUKIAUINNT (5i9)

PonmuanuANUUaenigveInisdetoya LGRIY

(Transport Security)

o Tlufusesdiannseiind (Digital Certificates) AsszyruIAvadgnauanaziily v

A v

aselususeadiannseiind ag19tios 2048 bits N1d@519978 RSA Usadanasiy

MAYUYINAY

® ynuangvns (Endpoint) asadltluiusesdidnnsedind (Digital Certificate) 7

sanlagvihsnungualuiusesidvianlasueunyn

o Fuhnisiasuwdunie HTTP TS HTTPS (Redirecting HTTP to HTTPS) v

TnglviuiasnisiUasuduniannnsdl

o Tidansldauusen HTTP (HTTP Method) Alaildldnuuagdsfuen HTTP v
405 ANUU1RAT91U Hypertext Transfer Protocol (HTTP/1.1): Semantics and

Content: section-6.5.5 [5]

® adln1InTIvdeu (Validate) mudermvuanisnsiaaeudayatigd (Input v

Validation) 110 9 M3t3entdau (Request)

v 3wy o maden

MailgliusnisanansafinnsaiuauiduduresruUasnselagfiansanainuanideves

N9 ¥ oa %
gInssunuINsle

4.2.2. UarnuaAn1SNIAa (Encryption)

'
aa Y = %

nssiadeyavessruudiuinis lunsaifidesiinisiinsadoya wWu Yeyaniainud Ay

Y

A 4

Mdudeyaideginssuil Payload Toyaaisiiedediannseind (Digital Signature) n3edayalviau
(Token) fiogluzu Header \Jusiu nsidrsiatoya (Encryption) Tuanmsgiu TGIX zajaiiulda
Presentation ¥8453UUKliuTN1sluasAUsEnauvesnmswonledwazianiUisudayaninsguedssuuy

TAusns sfagun 3
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Consumer System Provider System

Provider App
Prowsding AP
AEST AP

Consumer App

Consurmng AP
REST Client
APt User Account
Authentication
Acress Control
e || Monitor

Application AP User Account

Certification

00X Durw Frrresd TG Duts Foret

Authority - >
/,{ [d . “"
Presentation ( ! )
Corsthstes -
e
or
Internet
'." I Transport L TCF I UOF ]
&S .
2 E Network
T 9
Plyysical .

UM 3 saduszneuineesiuanulasnisvesnisidnsiaresssuugliusnismaienlosuas

wanidgudayaninly

Al v Y o & Y ) % o v .
el dulunudaimusiiugiuimuanudaensde n1sidrsiadeya (Encryption) 04105514
TGIX veaszuud biuinis azdeadulumudeiwuanisdisda (Encryption) vedszuur Wusnis (6]

TRelisNeazldannInIsIan 2

a Y o % ) . Y a
AN 2 YDANNUANTLVNTNEH (Encryptlon) Taﬂﬁ%UUmWUﬁﬂ’ﬁ

YomuuAnNITU1ia (Encryption) YOMUUA
o Tunsdlfinsdsteyaiiiuinisiarsauaiinddeyaiidanudayndu v

Foyardegsnssulu Payload vieifunrmduiidiosnsnisidsiaasseddns
WNSAALUUENIRS (Symmetric Encryption) Wuu AES (Advanced Encryption
Standard) [7] lnein1ue1ive9nwIne1tiay 128 bits (AES-128) Fsanansa
dhaaanmzdeyatu 1 bidndudesdrsiadeyaris Payload

MELYe)

1. Tunsdlfinutlymnnsaensia wu ssvuliuimsliansaneasiadeya
Alasule szuudliusnnsaunsanoundudie emor message #4108

NINBUNGUAIIUN 4
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M19197 2 TornuANISKsWE (Encryption) Y8458 UUKIAUINT (D)

LYoNnAUANISLLISE (Encryption)

Do

TAUR

[
v A

2. il lAusn1satunsaiansaiuauudwsean1sidisiadeyalag

fR13UIANNIINLEBIVRITINTTUNLAUINS A

o (% A

o dwfunisasaneiiedeifionisfusziunisiuduiinuresdunisuasAiny
gniesvestoya vzdesldlususesdidnnseind (Digital Certificate)
fisenlag Certification Authority (CA) figualuiusesdiaviailéuougn 1wy
Thailand NRCA wazdanesiuwuulauuunie deselui

O dane37u DSA (Digital Siganture Algorithm) laeidiauinves Security
of strength UNANTINTBLV1AYU 112 bits kag Domain Parameter
pgnetoy (L, N) = (2048, 224)
O dane39u ECDSA (Elliptic Curve-based Digital Signature) lagdivuin
¥89 Security of strength 9819ty 112 bits Way Domain Parameter
2814198 224 bits
O 9ane37u RSA (Rivest-Shamir-Adelman algorithm) Tagdivuaves
Security of strength 8¢191l8 112 bits way Domain Parameter
D84ty 2048 bits
Tunsalinudymnisnensia 1wy sruudliusmsldanunsanensiianisnsisaey
a18. g uue JWT (JSON Web Token) 1a szuudIiu3nsaiunsanaunaun e

error message §98g1aN1IMBUNGU Tugun 5

o dmsunisadrmsensisaevateiedewuufivalasldusyilaidu (Hash
Function) azgasldflaiduwuulauuunils duwelud
O SHA-2 (SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224 a g
SHA-512/256)
O SHA-3 (SHA3-224, SHA3-256, SHA3-384 way SHA3-512)

o dwsunisadieduaviuugdu (Random Bit Generation) iagaUseasAng 9

WU N15a59N e (keys) datauuuldnsamied (Nonces) uae AguLiianis

q

Sudusanu (Authentication Challenges) assiaslddanasfiuwuulauuunil
Aapalull
O Hash DRBG

O HMAC_DRBG

(25)




M19197 2 TornuANISKsWE (Encryption) Y8458 UUKIAUINT (D)

Do

LYoNnAUANISLLISE (Encryption) UYOANAUN

O CTR DRBG lagld AES-128, AES-192 uag AES-256

v 3wy o maden

aiglrumsanunsaisaiinaNuduiurenulaendelagiansuANaINEeaves

PUIETPN Y
ganssuiliusmsle

"MessageStatus":{

{

"status":"400",
"description":"Bad Request",
"error": {

"code": "xxxx",

"message": "The specified data could not be decrypted"

5UN 4 69813 error message NnaundutlanuleynInIsnansa

v

{

"MessageStatus":{

"status":"400",
"description":"Bad Request”,
"error": {
"code": "xxxx",
"message": "The specified data could not be decrypted (JWT Signature)"

5UN 5 o814 error message naunaulilanulaymnisnensia JWT

4.2.3. 9aNNNUANISINNADATINSUIDIUSNThaLlonsne1ns

n153indnsINsidfausmsaslinsnensveswnsgiu TGIX azyaiuludadiuves svuug

a vada

Tiuins weliduluaudenwimenisufiiiameinuanudasndavesnisliuinisnisuaniuaeu

Toya {lHUIN159EARnliinIsAIUANERTINITINNIUTNTT wagMslEmSneINTVeeTE UYL IAUINIS

[8] Inemsszuudlviuinsagdeausaimuansiialiegetey fannsei 3
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M19197 3 ToMMuANITINARSRTINSIAUINTHat NI NeInTveITEUUR LTUINIS

YOMIUANITINAADATINTUDUS NSwaLIINSNeIns

)

Do

TAUR

AN1309TALIAINTYINNUVOIUINTEA (Execution timeouts) lagA1sivuaa)
HafuvesnIngsgnveaIaINsiiey (Execution timeout) 137 60 3unit ude
anusaUsullasulsmuenusnzauvesnsTiuinig Tnvansadensiiunis
Toa1n

O MINAIUIMENIBILUTLNTUUDY Provider System

) mﬁqu}ﬁl‘ Web Server 38 Application Server 984 Provider System

O Ms5lY APl Gateway W1d198aLHUAS

o au ] AUAIULNUT AN

313091190 vURABIToANTIUN1ISR9ReUSNNSLA (Request payload size) lay
maﬁmumﬂ'wG’?ﬂé’usuawm@qaqmaﬁamm%mmaﬁmi (Request payload
size) 137 5 MB (Megabytes) wioanunsausuidsuldmumiumnsauvaanis
Twusns Tneaunsaidenaiiunislaann

O MINAILIMENIBILUILNTUYBY Provider System

O miiz‘ql”i‘ﬁ Web Server 38 Application Server 489 Provider System

O msld APl Gateway LWunggaLEUN1g

U ] AUAIULNUT AN

a1113097MATINIUNTTesvauTNTHeR velduIN1InTauTn1Tla (Number of
requests per client/resource) lagg lAuTN15vIN1sUsEIdUIINNT HEINTUAE
Usedns and aglsiuinnsldduanudesmslduinisvesszuugdlduinns
Tagannsaidendniunisidaindied1anis Implementation annsaldiniasdle
fidudnuae AP Gateway Baglunssaianainisvhauvasu3nisls (Execution

timeouts) 79679E143UN 6

ansadfnsukmdeyasoniifiazdindulussuelivinsuasnoundusio
vilamssoe Aaiaogagud 7
fhegransiifiunisyin Pagination ilediaduiuuaideyasienth flazdendy
UgagFosmouimaneguil7 Iqpuseasdlile

1. Winsmeunduves APl Idandesitu < 2 Junil Wusiu
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4.2.4. Yan1ruan1IUUNAINTTULATLALT0YATIIVTABUNILADTUALNITATIVADU (Logging &
Monitoring)
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1A GNKAZNITNTIVADY IABTTUUNIAUTNNTIF09lin1sU TR

Fomuua Janandluninsgiunisieulesazianiuisudeyaniasy siunisideulustaya 1504

JoMNUATDINITHTIVADUTEUULAZ M TaITUTINADN

(28)



4.2.5. YoMRUANISINNITAURANAIA (Error Handling)
d‘ Y & v a Uadld v %) v a d‘
LWaiwLUu”LUmmJaLLu'mwmiUgu AANA1UANUUABANBUDINITAUSN15NSHaNL UB 8U
Poya lun1suansdormudninmsviuianainty agdedddidamedeyaniinuds i onsdinduan

laudszuuld Ineseuugiusnisasdednlidnsdnnisteianaineg1amangausgataefansem 4

M19197 4 ToMMuANITIANITANRANAIR (Error Handling) Y5 UURIUINS

YOMNUANITIANIIAURANAA (Error Handling) VONNUA

o UinsazdesunUnsianietennundanstodanaindulausninievinaniuy v
MDUNAUNIOUDAIULARITORANAINYDY HTTP (HTTP status responses Way
HTTP error messages) LU WiAsuanitayaseauszuu (System level) lulu

JoHANAIAINaUNTU Aaiiag1a3un 8 [9]

o uimszdeslideneazideateiianaraniunaaludeuvelduinig wu L v
AISWLANITDAINUY DR ANAINYBIAIA UNITLS 8NVBITEUU (Call stacks) 158

ToAutarANaIvRIAdNTENg UTRYA

S ARNAMAUNNT  VARIALIUANS

5UN 8 Ma819dIue9 messageStatus Maglu TGIX JSON Data Format lditeanugnaundy

Y3DUDANULANIYDRANAIAYDS HTTP

4.2.6. YaMmuan1InsIvaautayalidn (Input Validation)

= v g v a vada 19 o Y a «:4'
LWE’JIWL‘UUDLUW']NGU@LLu’JV]"IﬂﬂWﬁ‘UgUWWﬂV]']\'iﬂWUﬂ'J"IlIUaaﬂﬂEJ"U?J\?ﬂ'ﬁi‘Vi'Uﬁﬂ'ﬁﬂqﬁLLaﬂLUa )]

¥ ¥

Joya MInsIvaeudeyanaziiigssuvastiglidulalandeyanazididssuy sgluguuuvuiimvangay
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M131991 5 Yefmuanisnsiaaeutoyatiin (Input Validation) ¥@es U liusnTg

PoimuanisnsIaaeudeayatid (Input Validation)

)

n

TAUR

® N353 UT Y AU TH L8105 (server-side input Data validations)

AITILNTEYIMNATINBUYTEUIAKA

e MvuaNsIIAvUIATestea L ImINgaLarU s teyatin nivun

'
o

VuAfrualy

e ganuuukaziausruUlinTRaeudeyattl InenTiadey WU YuINAIY
817 ¥19vestoya JUkUUTaYa wazUsviantaya Iinssmudanivuanis

a a & Ao Yo w | a
watavasusMstuiinmualinsiegalugun 9

e ganuuukarimuszuUlvnsRasuTuiniansTukatoyaaTIsAoUNINeS
7R uN1IRTI@euTeyatda (Logging input validation) 1 atdunns
dondesnuneIeunTIvEeutayal i Nl uwazdiuninUnAluYIIan

] = <, N
du 9 Feonvazlunisnensulaudsyuy

v o ¥

adeyaidrussiandeay (String) Wegluguuuuimunzauiuuszian

[ ]
Ao

Toya MutonmuAnIunNAllATaUINITUN MEN1IATIRaeUMY Tnatuni

(Regular Expression) ﬁﬁﬁaaéﬂﬂiugﬂﬁ 10

S ARNAMAUNNT  VARIAWIUANS

"error": {
“code"; "19284",
“message”; "Input value(s) exceeded maximum length",
"source": {
"parameter": "last_name"

}

Y
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function escapeRegExp(string) {
return string.replace(/[.*+?A${}OI[\]\\1/g, "\\$&");
}

5UT 10 f79819n1519 Regular Expression Tun1snsiaaeusnuseiiiay
4.2.7. Yanmuafgnunisdesiunislaud
dl Y & ¥ a wa dld v % Y a d‘
welidulumudenuimienisujiinanienuanudasadevenisiauinisnmswanilden
vaya n1sdesiunislaufasysliiulaladnssuvasdanunseuliuinisaudennaiuinis (Service
Agreement) waztasiuaiudsmeainteyaiisilea lagssuudliusnisaededalidnisaniiunig

JoInuUNSIauARg 1 UNLANRENUDY AIRISIN 6
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o
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e {alviidl Endpoint Mapping lae#iszuugliusni1sviinisia Public Endpoint
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Y8R WIUNT
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4.3. darinuadiuauUaanfevadszuuglduinis (Consumer System)

4.3.1. defmuaiiuaiulasnieveinisdsteya (Transport Security)
ANuUaenfyveInIsdataya (Transport Security) ¥8ed1MsEIU TGIX Y0938 UUR 1UTN1S
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M131991 7 defmuaiuauUaendeveinisdslaya (Transport Security) YaesEUUEIUIN1S

PonmuanuAUUaenisveInsdadea Tonmua

(Transport Security)

o mdilayarzdesiniiunisuy HTTPS lagly TLS 1.2 Wuedatios v

o lususesdilinnsedind (Digital Certificates) AI35UIWINTRIANYHINZI Y v

A v

aselususeddiannsaiind ag19tios 2048 bits N1@519918 RSA “309an03Nu

MAYUVINAY

e ynUaemns (Endpoint) azdesldlususesada (Digital Certificate) fian o

Tngmhgauiigualususeiaviantasusyym

o ERNAMAUNIT  VABIAIUNIS

4.3.2. UainuaAnISNIAa (Encryption)

ady o

N sateyavessruul luTnis lunsdiidedinisidnsiateya 1wy Teyaniindinudfmy
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Al v & Y o & Y ) % o v .
dielilulmudemmusiiugiuiiuainulaensis nsdnsiadaya (Encryption) 20411053

TGIX vasszuUgliusnisazdeatulumutonivun tnedsivazidendsil

[

(1) TunsdimsdstoyaniianudrAgdudeyaeganssuly Payload vie Wuaruduiiseanis

o

nsisia Wiaudunsaudennasnislduinig (Service Agreement) Mvinsaufugliuinig

A a &

(2) dwsumsaeliededidnnselind Won135UUsEAUNTEUTUAINUVBIRUNIG LagAINGN

a & a

Aesvestoya wdesldlususesdidnnseind (Digital Certificate) fivanlag Certification

v a

Authority (CA) Nigualususesddsiaflasueunyn 1w Thailand NRCA uagdanadfiumiy

9

ToANaIn15LduUINg (Service Agreement) MVinsIuAUR U3

(3) @UTUNNSAS1e BensIvd@pUaANYllaTonuuAIvatneldwariendy (Hash Function) 9g@as

Igiantunutonnainislduinig (Service Agreement) Misauiugliuinis

v

4.3.3. demmuanistuiinfanssuuazdeyaionuazn1sngiaaey (Logging & Monitoring)

=~ v & a vada 1Y o Y a = v
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4.4. YarnuAfIuAINANNUABAABYRIBIAUTENBUBY 9 ANNNINTFIU TGIX

4.4.1. defmuaiiuaulasnieveinisdsteya (Transport Security)
ﬂﬁﬁuﬂaaﬂﬁhmaﬂﬂﬂidﬂﬁaga (Transport Security) U93U193557U TGIX ¥4 Certification
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(1) msdeoyavzdosniiunmsuy HTTPS lagld TLS 1.2 Wuedatios
(2) TususesBianwseiind (Digital Certificate) AI3szyBUIATRIgNYwaRiavilUassluTuses
aNNIaNnd ae191i 2048 bits Nas19918 RSA MisadanasHuAsuvniu
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4.4.2. UorinuAnNISNTAE (Encryption)
nsdsiadeyaues Certification Authority azaviunisludiunisasanefiededidinnseiind
wiadoyalvau (Token) Negludiu Header Wudu wislmlulumudomnuaiiugiuduanudasnss

nsinswateya (Encryption) ve Certification Authority azfadlulumudaimun neifisieaziden

[y

(1) dmsunisasaeilatiedidnnsaiingd Wion1sSUUsEAUNISTUTUMAUVDIAUNIILEE AL

a a 4

andesvestoyaszdedltlususesdidnnseting (Digital Certificate) fioanlne Certification
Authority (CA) i gualususesdidvad lasuauin 19y Thailand NRCA uazazdasld
Fanesiuwuulauvunis fedelud
n. 8ana39u DSA (Digital Signature Algorithm) laadiaunnaes Security of strength
1NANINSBLYINAU 112 bits wag Domain Parameter agnatiog (L, N) = (2048, 224)
9. 9ane3fiu ECDSA (Elliptic Curve-based Digital Signature) Inediuunnues Security
of strength ®819UeY 112 bits Laz Domain Parameter 8g131lae 224 bits
A. 9an®3Nu RSA (Rivest-Shamir-Adelman algorithm) Tagfivunnues Security of
strength 8819188 112 bits Way Domain Parameter ag14tiay 2048 bits
2) dmfunisasiamiensisaevatsilededidnvsednd Tneldusvileddy (Hash Function)
szdoddilaidunuulanuunile dutelui
Al. SHA-2 (SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224 way SHA-512/256)
9. SHA-3 (SHA3-224, SHA3-256, SHA3-384 way SHA3-512)
(3) dmfunisadiamiensisaevateiededidnnsedind tneldusutleddu (Hash Function)
wdedldilsddumudennasnsliuinig (Service Agreement) fivhsamugluins
(4) dmiumsairsiuaviuugs (Random Bit Generation) WileqAUszasAs1a 9 Lun1Tasns
neYlLa (keys) suasnuuldafaiion (Nonces) uas Aguiilon1sEudusim (Authentication

Challenges) azdaslidanasiivuutlauvunis festoluil
. Hash DRBG
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@. CTR DRBG lng/le AES-128, AES-192 wag AES-256

4.4.3. Yemmuanistuiinianssuuasdeyaionuazn1sngiaaey (Logging & Monitoring)
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Authority agfealinsufuRamudeiinun FenaniluninsgiunisiWenlswazuanildeudeyaniasy

Aunmatenlesdaya 130laMuATeINIINTINEOUsTULLAENTasLTIndan

4.4.4. UYBAINRUANITIANITANRANAIA (Error Handling)

a wvada
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AARwIN . Fanuztniuaulasadefineatesiungmang

n.1 nsgsylyaRnunseslayadiuuana w.a. 2562

N30y AR UATOITOYAFIUUAAR W.A. 2562 158 PDPA (Personal Data Protection Act)
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a Yy o o A o

Junguunefnertesiunisinviwasundesdeyadiuyana Judunisluiuimensujiananieinu
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