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nsu3nseanlufuses (Certification Authority) maneanudn glusasivimeriiesn
lususesdidnnseling (Digital Certificate) tloatiuayumsideslosuazuaniuasudoyal
Julumuunsgiu TGIX

APl Gateway Mu18A21471 Wdealledmiudnnis AP imthiinsesiaeldu3nns APl aan
seuudldusnsuatUszaianalu1usie Wy 3an137U Rate Limit ¥81 APl 3AN15A14
ausuasasnsenaleiues (Cyber Security) ﬂ'auﬁf\]zeﬁqﬁwa&ialﬂé’aiwwﬁﬁu‘%mi
foya1B9g3n331 (Business Transaction Data) nefsdeyaiifldusnisdsliugliusns

WaUseanana wanaundunan sussananalugailduinis lunfivanedis Payload ves

TGIX Data Format
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3.1

[ [
=

nuanguaziuIUURNNgIta s
W33 URYYRNITUININULAENTIUTMINASIRLIEUUATE W.A. 2562 (6]

1051 13 seydniouselevtlun1susmsnunisuiuaukasnsiiuinisussssy Windeau

Y]

Y04553n NS euleuazuANA BT aYaR AN IN15IATI Y ATEUATOINNN NUIBTLYRY

[

TUBUTWE NIAinnTYTANMITINTY

v

1951 15 5231 WillauduaniUasuteyanansimihidugudnardlunmsuanifeudeyaia
Larnlioua 9 aTend19UI89UYeeT g W oAl uayunIsA LT UNITYRINUIEUYDIT]

TunslusnsUSEIUNIUSTUURAITA wagaiunIsius asnanalul

(1) dwueulguiguazinasgiuieItunsdedledasianiUisudeyalauenenmuynssinig

Wawsguafdvialianuiiuyeu

Y]

) Uszauwaglviaudiemdeuninisnuvesslunsidenlosazianifsudeyaivia

sEnIneiy PunsiduAasnlinisandunisaenarndululuiuimsazuinggiu

& a a v o

Weafuaumannuel 353 wazReuluiinuenssumsiaunsguiafdviaiimun

v Y]

3)  dnvideduteyadeyaniviavedniaiy wazdnnutuinuangiuvesnisidouleuas

aa o

uwanudeudeyandva

Y]

(@) 15998U7 AUTIANENTIUNTHRIVISTUIAATIALUNINY

1951 19 38y lunseuwsn Wddhawiidunslifiauduanifeudeyanaimnuuins 15

Dunstaesuslidiiuaesd Weasuimunszozinaining liruznssunsiauniguianva

fisananuindusazmnzauniiuniisnuressgnasinsliunmanesiuguduanUieu
(Y 3 o ]

Yeyanans il lunsdlfiangnssumsiannssuiaddvaiunisiimienuvesiguidulah

<9

PN UAIE N TAEUBLUINIINITANEUNTS NSBUNSAY JUUSTINUNSWEAuwasrilau

e waryAanslUdmiisnuvessgwid Ul onuy STuues T RA TN
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4 awmsnvasasgiuaandaenssunisiwenlesiazuaniasudayaniniy

uinsgruandnenssunad eulesuazuaniud suteyaniasy (Thailand Government
Information Exchange: TGIX) atuil fiuuamsnsdavinlagnilsdsnnumanzauiuusundusiieg
vesUszmalng nszvrumailenleauazuaniudsuteya 3nmsnmadenleanazuanidsudoyaiy
sruvasaumaiiAgatos mumferlunsduiunisvesiissuidivesssuuasauma agal

tupsUaensdelunisidenlesasuandeudeys 1Wusuy

nszvaumsifenlowaruanidsudeyadingnn iunismsibenleuazuandsudeyarinu
%999119 Application Programming Interface %30 AP %&a%’mimaizuwﬂﬁﬁmi (Provider System)
winfindnues APl Aenoe§uAIve (Request) 91n5UULITUIANT (Consumer System) iiloilaszuy
FlAu3nT APl dseme 21ntu API axdudivadingnn wludssnana warasuidudoyadiasatud

10 uavdoyamaiundulunlessuuglduinig AP visewetnluldnusiely dagun 1

Request
Consumer Provider
System ' = System
AP|
Response

UM 1 Avavisneed AP

1% '
v a A I

anleenssunmsiWenlesiazuaniudgudeyaniasy atull Hveulwnuinsgiunseaunsi@enles

Tayawiny lildaseunguiisseduni1sdnn1steyaniegInssuvamuiea1u (Business Transaction

[ '
a a = =)

Data) NAATUINNN5:Y auleakazkanUasuszniIneny taeluaudazinisnaninistsuleaway

wanaesudeyanielungu TGIX (TGIX Intra-DX) Fuluunasgiuanidnenssudmiunisuaniuasu

a

ToyanauBnlunguaniun1snuunsgiu TGIX ds1eazdunvedadalsznaudiey naenauduneu
NYINUVBIAREDIAUTENBU UAZUUININITANTUNITAIUNINTTIL VOIMUIBIIULI1VBITEUY

ansauna ludan 5

(17)



5  wnsgiuaanUnenssunisiveulesuazuaniudsudayaniglungu TGIX

51 awsauaandmenssunindeuleazuanidsudeyanielungu TGIX
unsguandnenssunsdoulesuazuaniudsuteyaninigaislungy TGIX-based Data
Exchange (TGIX Intra-DX) fieadUsgnaundnusnauunuinuagntni anelunauldun ssuud
191uFn13 (Provider System) s¥UUK14U3N1S (Consumer System) Wag K 1AU3n15 TGIX Platform
(TGIX Platform Provider) na4AUsznouna nyinaus i uuua3 oy1edunesiianion3onie

wineinbiganldidenleawazuaniieudeya fagui 2

TGIX
Service
Operation

Center

Network

{Internet or Trusted

Consumer Provider
System System

JUN 2 ununmanlnenssunisiverlesuazuaniudsudeyaniasgnielungu TGIX

(1) s2uuglAuing (Provider System) Aosvuvansaumnavestheuiidaliusnig APl dmsu
madenlosuazuanidsuteyanieluunanesuiliinnsgiu TGIX Jeszian APl fifmua
HL‘fJummgmﬂﬁa Representational State Transfer (REST APl 3o RESTful API) [1] 1Ju
sULuvanUngnssugenduaidmiuaine Web Service APl WU Hypertext Transfer
Protocol (HTTP) lagssuuglviusnis anunsasumveuasneundutoyaludeseuuglduinig
IanuunnsgIu REST APl fl9ana)

(2) s¥UUldUIN1S (Consumer System) Ao SEUUANTAUMAYDINUIBUANTIYUTNT AP
dwsuniaid eulosuazuaniud suteyanisluuwanwesuilduinsgiu TGIX 72
Representational State Transfer (REST APl #58 RESTful API) Ingssuuildu3n1g agaeen
vo¥uuInsluds Endpoint URL fissuugliiuinisimunly uazfunansundudeyaninseuy

Y a A o v a Y a
AliUsSMaLien lUUsTaIaNanIuANfeIn1sn g IR vesgldusnig

(18)



(3) 8 11U3TnN15 TGIX Platform (TGIX Platform Provider) A S¥UUAITAULNAYDINUYIBIUY
T%u3nn3 TGIX Platform ileatuayunsifesleaazuaniuasudeyalmdulumumnsgiu
TGIX IG]FJﬁi%‘UUé”l‘U?EJmiﬂa'Nﬂ’l’iL‘?j‘aiﬂﬁNLLaZLLaﬂLU%‘EJuGﬁ'E]{JJa (Service Operation Center:
SOC) yauiia fusnsiigatuasdusudanu (Identity Provider) wagaduayunislilususes
3i8nwseiind (Digital Certificate) wioldlunisBusudoaruiifumaelduins wazdeniny

MOUNSUVDILIAUTNNT

SEUUK IAUTNNS (Provider System), 58U 1U3n13 (Consumer System) wag & 1viu3n1s TGIX
Platform (TGIX Platform Provider) fuuanisdiiiunissede 5.2 4o 5.3 9o 5.4 aud1du 1iions
i MIUImsianisuansauguguaszuasaumaliiaulasnte gnieadedeld uay
n¥ouldeuogiane Wennesdusznoundnduiunisniude 5.2 4o 5.3 40 5.4 lafaduudaned

pIRUsENRVLRURITUN 3

Consumer System Provider System

Provider App

Consumer App Identity

TGIX
Service Operation Center

Sevics Latacg
fems Agrea Tt
Trwsnen g wovoe
Provider Gataway

Certification
Authority

Providing AP
Ty
AP User Accaunt _

[ Nsthersication

Corsuming AP Provider

[ REsTAPiclient |

Trhem e

_Access Control
togs | Monitor

TOIX Outa Fommat

TN Pemnn

S

Transaort e J V05
Data Link &

UM 3 wnunmnandlassasuazanuduiusseninesdusenauniglunay TGIX
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5.2

WUINTANTUNTV9TEUURLUINT (Provider System)

SEUUATAUYAVDINUILUNIAUSAT AP TN aadunisiunisiaun APl aeseluil

(1) A09ATUNITNMUY APl USELAN Representational State Transfer (REST APl %39
RESTUL APD Tfdmsunisid exloauazuaniuasudoyanisluunanosudlduinsgiu
TGIX AeanwuzlaTIas1e JavaScript Object Notation (JSON) [2] @ ss1uatdeans
pongULULYRsTaAI (TGIX Data Format) fssegrsluund 6

(2) Fosrndunswauiosdusenaudu 183 APl putonatsuInsgunadoulosuas

wanivdsudoyaniay Funadeslesdeya Bowleluil
- dofmuadunsBudiuiinu nMstvuedns wazdadnisldiu
- JamuuanuluslaneaseauloUnaIAtu Lounasl N1SINNISIALLARLYETU
- fomuaduanuindeieuazausiunsUasnde
- JefmuuasunisasivdeusTUUkaTnsasufinden
- ForvuamunisinundenasiulaUY

WIDALRUNITNAILY APl WA STUUATAUNATDINUISIUNLAUSNNS APl 928l REST AP

4 TGIX Data Format vieuaguu HTTPS uaziliesdusznaudu o fegun 4

Provider System

Provider App

Peoading AP
RESTAPI
AP} User Account
Application I Authentication
Access Control
Logs [ Manitoe

Prasentatio
n

I -
Transport L __Uoe J

Natwork

Date Lo

Physical

U 4 23AUsENOUBITEUULLIIUINNS (Provider System)

(3) wloengdliu3nis APl dealaliuinis AP unglduInNg APl fieg nreusnniiganu

Y89 FaduuenINAoATUNITTAILY APl Asfina1iliuas nurgaudliusnis APl

(20)



(4)

AoIiansaAdun1sauANt uasUasnfenislaiuas (Cyber Security) ¥0958UU
asauwne usn1s AP laglanigiieanunisydesdunislaud APl wuu Denial of
Service (DoS) wag Distributed Denial of Service (DDoS) [3] 9108 14 uTn157 bal 4

Uszasn mseLiunisegnatagsasaluil

ArsattiunisUeosulaliiinisds SQL Query w3 Command #i14¢) Nlaisa9n13
NIUA UMY VDY APl LY U URI Path, Query Param, Header, Form Param,

Variable, XML Payload, %38 JSON Payload Huduy

- AseliuNIRTIvaeuTeyaluA1ve ki Response Code Myangaunauly
I /ldusn1s APl 351U 18U A1529@U HTTP Method n513@au Content-Type

Y

M33980U Resource 7kignsas 1lusiu

- asaiiumseyg e iianizuneldusnis APl v3e g IP Address, Domain
w38 nquEldusMsviiunEenly AP la
- avsaliunsdesiuldlvisinnslaud APE andldauiliislszasd neuitdve U

'
v =

D969 STUVETAUNANLAUSNNS AP

- avsallunsivuadiwiudvenvzsentd APl lagglduinis AP iedesiunis

Taudnngldusmsnlifisszasduazanlnanvasssuuansaumeniiuinig APl

wanINLAIsRaIsanLiunIsauautuasUaonsenslaiues (Cyber Security) Tu

S099u9 19U OWASP API Security [4] ilusu

MIBNUNLAUNT 01g L UAUIVUTEINULAL U ARINTEAUATEUUATAUNAL AU AT
APl A25WA1500199% API Gateway n30@svinutflaigumin ieaniunsisosnam

TupsUasndunelaiues (Cyber Security) fanann

¥ o w ¥

AUMNENUTAATEINARALIVUSEINLALYAAIN LA TEUUEN TAUMAL LTUINNT AP
AITNATUIANTUNTTINAUNUIBUE 1 UTNS TGIX Platform Tun133ann AP

Gateway iagheanlunisisesanuiuasUasnnenislesiuas (Cyber Security) fanana

sosiiiunisameideu APl wiauasuailon1sunldau API 137 Service Catalog ¥4
TGIX Service Operation Center (SOC) @aaualagiliu3nis TGIX Platform auduneu

lwive 5.5.3

(21)



5.3

WUINALTUNITVR9TEUULLTUINT (Consumer System)

STUUATAUNAVDINUILIUALTUSAS APl TwuIn1aaiiunistuniswaui REST API Client

sasalul

(1) a9

2)

(3)

v [

Wunsvidennasnsldusnis APl (APl Service Agreement) URLUINNT API
fi TGIX Service Operation Center (SOC) %ﬂ@LLﬁImaéﬂﬁU%ms TGIX Platform w3ausu

1

amsldau APl angliusnis APl anudumeuluinte 5.5.4

v o Aa

A
ADIALUNITWAIWY REST API Client wawdiauniu REST AP mmaﬂms@jﬁamﬂsﬁmu API

AlAu1a991nYINToRNaINSIIUSANS AP

4

@Nﬁ'wLﬁumsm:uLaﬂmimmgmmsﬁaﬂmLLazLLaﬂLﬂ?{au%’auﬂamﬂ%’g frumsidenles
foya Fosreluil

- daruuadunistudusang nstmueans wasUdnisiden

- JamuruanulUslnAasTAULBUNALATY lOUNBel N1SIANISIALLALITETY

- Jorvuasueuindeienasauiunslasnde

- FafMNUARIUNIIASIFFBUTEUURAENNTAITUTINAaN

- YAMRUANUNISANNUATDLAZ UL AU

HAGNSNLAINN5MU REST API Client WeagldusnisSenlduinig APl aslidnuusnissudsdaya

AagUN 5

n

Application | A I[a_gi?\_].x.nwf

Session

Network

Physicat

Consumer System Provider System

Provider App
Prosidey APy
REST AP
APy Rt
Autfisilication

Pt
_ Aeswes Camtied

Consumer App

Comsumeng AM
e

[ o N Womior_

Trusted
Network
Presentatio or
Internet
Transport « o
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JUN 5 m3Senlduinig APl

54 uwwweaniiuni1svesdiviuinis TGIX Platform (TGIX Platform Provider)
szwmiaummaqpﬂﬁu‘%mﬁ TGIX Platform (TGIX Platform Provider) fiwuinianniunis

Tun1sliu3nis TGIX Platform wusléivlu 3 USnsmanAIguT 6

Identity TGIX Certification
Provider Service Operation Center Authority

AP| User Account Logging and
Service Service Catalog e 8
Auditing Issue Certificates

Authentication
Service Service Agreement Monitoring

Access Control Service
(System Level)

Distribute
Timestamp Service Analytics Certificates

Ul 6 UIN5velHuInng TGIX Platform

5.4.1 n13Usn1sigatuazdududinu (Identity Provider)
AIUINNT TGIX Platform fasaniiunisiiduinisvesunanesuiiieigadiavdududinu
NMeFIavesyARarIevthenuineInsWetlewazianiliguteyaninigaeunsgiu OAuth 2.0

#30 Open ID Connect JUSN15808 3 A1UAD

v IS

(1) vsMsivua z:mjiwmjar;ﬂ%mu (APl User Account Service)

(2) Usmstuduinugl¥uinis APl (Authentication Service)

(3) Uinmansaaaeuavsvesliuinis AP tioouneliidde APl (Access Control Service
(System Level))

L3 = LY U

eazBuatuneunsaniunsliuinisiigatuazdududinu (Identity Provider) dsyylutonans
WnsgIuMsietlesazkaniUisudeyaniasy Aunsieuleslaua eadammunniunistudu

U o a Q‘ v £
AU AIAUAANS warUryBnisleau

5.4.2 'iz'uua"'lu'wn'lsﬂawm'il,%auimu,azu,anuJﬁw%’ayja (Service Operation Center:
SOQ)
AlUSN1S TGIX Platform dassnilunisivdssuugnenisnaanisidenleduazuaniuiou

U8y a (Service Operation Center: SOC) vt ol9lun15dan1suagidugualinisid eulesuas

wanideudeyaniasglnlulumuunasgiu TGIX Susnisgessssaluil

(23)



a ¥

(1) U3n"5318F 08U API (Service Catalog) #muuanid sudeyaindenldiunisly
uwanvledy F9 APl AR nglunsInamedoudeya APl I§uAte AP, esduves AP
uay Endpoint URL Huazeuaaliiaudnlungu TGIX vnnsdumiiieifongsedeves
APl 16t mmgmmiﬁw%miﬁas?iasuaq API fiuuzii1Ae OpenAPI Specification Version
3.0 [5]

(2) usN1sTAVNTenNa (Service Agreement) n3adYey1 (Service Contract) S¥1319%
1%u3n13 (Providen) waggfldu3nns (Consumer) iuteyauazionanseingg MAsafunsg
T AP fildu3nsansnsathlufaundu REST API Client anaidie 5.3 161 Tslassaing
yosnsiavhiiennas (Service Agreement) daUsznausedeyaiisifinannisameidou
139 Service Catalog ldundoyatioguos Server filsiuinng Feyamsdudusinuuas

lenanseneg MAeatunisldanu APl a1u OpenAPI Specification Version 3.0 [6] mgﬂ'ﬁ

7

OpenAPi 3.0

info

paths

tags externalDocs

components

sUT 7 lassasavesdennasvisedyaseninaginuinisuagd liuinig

fheestennain1sliuinisan SwaggerHub [7] Mldunnsgiu OpenAPl Specification

Version 3.0 (OAS 3.0) uansluguf 8
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Audit Service

Y 1

JUN 8 freehedannainisliuinig

(3) UsMsUsERUSUSOINaBdnnseting (Timestamp Service) lnganunsaiousaiu Time
Stamping Authority (TSA) T4 eUseriususesaidiannseing lun1sasaeiiede
Ad9ia (Digital Signature) sauvaieassANuTiularsuseslunalunsideuluuas

d' v
waniuasuraya

(@) usMsdaLiu Log (Logging and Auditing) 7inainnisidenlesuazuaniUisudayaves
nay gazideAn1sALiuNIINeNATIIATTIUNSWeNleuazuanURsuTayan1ASY
munswenlesdaya seslermunveinisnyivaeuszuukaznsasiudinden

(5) USNSATIVHBULALIATILINANITATIVE@BUTEUY (Monitoring and Analytics) 1Juni5in
walavesMsAunILagIiaTziaIndeya Log uaninaluuaninaludnuuzinugd

S v oa Yo Y a Y a = A a & a
sUuam uviswdsieulviugliusnisuazlduinmisnsuiadymiieduy sieaziden
NsAIUNNTANLENATHIRTTIUNSWeNlsaLazuANUGEUTaLAN AT ATuNTYRles

Toya \FosdomnuAveIn1snsIvdeusEUULayn1sasiufinden

5.4.3 n19U3N1590n1U3UIeY (Certification Authority)
Tunseenlususesdidnnseiind (Digital Certificate) §l#u3n13 TGIX Platform @unsafiag
sufiunstiiinnsusanseenlususesdumite sy Certification Authority Wisldlunisasaneilede

[%

duanwsefindduduninugndesvastoninudvelduinig wazdemuneunduaingliuinis vl

e

[

wegiuAnunSouvewitheny lnemhsnuansadendniunsladal

2,

(1) nureudliuinig TGIX Platform ienliuiniseantuiusesdiannseiind (Digital

Certificate) 9nwiisnusenlususesidulusuunsgiuaina dwsuldlunszuiunis

(25)



o

guduanugnaevasdennuveliuinig uazdoniunounauangliuinig dmsu
smhpeudlduinisiiu TeIX Platform 4

(2) nursudliuinis TGIX Platform Wienldlususesdidnnseiingd (Digital Certificate)
flasnatusefies munszuIuMsTeisn (Self-Siened) Wieldlunszuaunisiudu

ANNYNADIVBITBAUAIYBLTUINIT uazdannumaunauIIndiiusns flususesi

(%
a

Wunmadennianudededmsumiienuildusnisuiu TGIX Platform 4
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55  dunaun1svinteuvesesAusznauniglungy TGIX

5.5.1 msweulvsuazuaniudsudayanislunga TGIX (TGIX Intra-DX)
JUM 9 uanan1sviuwuuaIAUUduius (Sequence Diagram) vesnisuaniudsudaya
Aelungu TGIX uansdedidudunaunisvetanusenausieg dmsunmsianiudeutdayaiunigly

wnanvleunldunsgiu TGIX

Providar Providar
Gateway
4 H
USSR s 5o SRR I } ;
5 API Authanticata and Chock Permasion
6: Rosgonse with scomss oken (Succass)
S RN MM Meeececnncccccsssssans :
7- APE Call with Acass Toan :
1: API Gl with accmss tokan |
A
9 y
- Fespones ... :
10 Hoapones (F sl |
M worenrrnnnnnsannsnninns Fr
11: Asspanse E
s eenrrnnerea i n e Jeseecesvivisuudssniusssonsnes fressssvsssssssssnnsannnne
12 Resporoe (Fal) :
1< .
—J
- H

JUN 9 UHUNNUARINTYINULUUAUUENTUS (Sequence Diagram) vasnsuaniUiieu

Toyaneglungu TGIX

(27)



M1319 1 eSueTumsuNTIuYeINTIsuanilisuteyanielungy TGIX

B | 910 Object | U89 Object AN95UNY
1 Consumer | Service AlAU3N5 API AuvnuU3n5TFinsn1sil Service
Catalog Catalog
2 Service Consumer Service Catalog @i¥aya Endpoint nauluds
Catalog HlEUTN1T API
3 Consumer | Service fldu3ns APl vinnsesraaeudnnudennasnisld
Agreement U313 (Agreement) U843 Service Agreement
4 Service Consumer Service Agreement E’iﬂmamﬁm’sﬁlaauawému
Agreement Tonnadlduinig (Agreement) nduludegldusnig
API
5 Consumer Identity AlEuIn1s APl vimsBudusimu (Authentication)
Provider WaLMIIEaUANS (Authorization) lUg Identity
Provider
6 Identity Consumer (nsdinstudushnuuazansansa) Identity
Provider Provider naunan1sBudiuianundeuiisds Access
Token naululviglduinis APl
7 Consumer Provider HlduIn1s APl Senldauru AP TUES Provider
Gateway Gateway W%@Nﬁgﬂﬁﬂ Access Token lUsng
8 Provider Provider Provider Gateway daan1ssentgauriu APl U
Gateway €4 Provider W%@Mﬁg\‘idﬂ Access Token lUsg
9 Provider Provider Provider aaunaun1sisenly APl nauluds Provider
Gateway Gateway
10 Provider Provider (nsdin1stususnuuazanslidnsa) Provider nou
Gateway NAN13M329d8U Access Token nauluds Provider
Gateway
11 Provider Consumer Provider Gateway @imanani1sisantd APl LlUga
Gateway Consumer
12 Provider Consumer (nsdin1stususnuuazanshidnsa) Provider
Gateway Gateway MBUNANIATIVADY Access Token

ndulUués Consumer
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552 nsamzideu APl vasfflu3nis APl #1 TGIX Platform

a

UM

v 6

10 waAINIFIMUBUUAFTUURFURUS (Sequence Diagram) v89n13aanetdouusInTg
dmsukandsuteyanislunqy TGIX vae IHUIN1T AP LaRd9a1AUTUABUNITYINIUY Y
peAUsENBUAI9Y dnsunmsamezideuuimsdmsuuaniUisuteyanisluunannesuildunnsgiu

TGIX

Service
Provider Catalog
(SOC)

1: Service Register

2: Response | |

JUN 10 UHUAMLAAINTYINNURUUERUUENTUS (Sequence Diagram) ¥@ensasngtdouuinig

dwsunanideudeyanieglungy TGIX valiu3nis AP

M13199 2 efUNeTUnBUNTYINIUYBINTamELTEULALATITIINTUTNMIVRRLUTNNT AP

MUY | 970 Object U8 Object AN95U1Y
1 Provider Service Catalog ﬁﬂﬁﬁmi APl asngllouluds Service Catalog
(SOQ) (SOQO)
2 Service Catalog | Provider Service Catalog (SOC) pounanIsasziieu
(SOC) naulugeliuinis APl

5.5.3  Asvindannain1sliuinisvasglviusnas APl
JUN 11 Uanansviauiuuaauujduius (Sequence Diagram) vesnsasnzideutonnas
nstruimsdmsunanideudeyanielungy TGIX vawuliuinis APl Lansisdiudunaunisvinauy
I3 ] o  w =~ % Y a ¥ o ¢
YosaeRUsENaUsIeY dmsunisameideudennainisiiuinisvesyiiuinis API aneluunannasud

TgumsgIu TGIX
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Service

Provider Agreement
(SOC)

1: Service Agreement Register

'
P
>

2: Response

'
v

JUM 11 uRunmuansm s usuuaulduius (Sequence Diagram) Yasnnsaangiludeannas

nstvimsdmsunandsudeayaniglungy TGIX vewliusnis AP

AN5199 3 95 UNBTUNDUNISYINUVDINITAMELTeUTINNAILAUS NS

NUYLAY 210 Object U8 Object A195UNY

1 Provider Service t}:ﬂﬁﬁma APl aanzideuluds Service

Catalog (SOC) | Agreement (SOC)

2 Service Provider Service Agreement (SOC) #BUNANS

Agreement (SOC) amzileunduludadlviuinig APl

(30)



5.5.4  asvindennainislduinisvasildusnig APl

a

JUN

12 WanIn1yMuRUUauUENTUS (Sequence Diagram) vasn1saamnsidaudonnas

o
o v

nsliusmsdmsunsuaniUdeuteyanislungu TGIX v0sdldusn1s APl uansdsddudunauns

MUveIRIAUTENaURIeY dmsunisameideuteannainishiuinisveslldusnis APl anglu

wnanvleunldunsgiu TGIX

SUN 12 urunInuanensyinaukuuduUdu

Consumer

Service
Agreement
(soc)

1: Service Agreement Register

1
'
1
'
i
'
1
'
1

2: Response

v ¢

WuS (Sequence Diagram) ¥84n1383nLigUTONNAY

nstauimsdmsumsuanidsudeyanielungy TGIX vedldusnig API

A15199 4 95UN8TUNDUNITYINUYRINITaMELTeuTannaslsuS NS

RUBLAY 210 Object g Object A195UNY
1 Consumer Service Catalog (SOC) | #l¥uUIN1T API awzlouluds
Service Agreement (SOC)
2 Service Agreement | Consumer Service Agreement (SOC) nau

(SOC)

a U Y]
nan1sasngsteunauluds

HLEUTN1T API

(31)




6 sULUUYRAMUAINNINTFIU TGIX (JSON Data Format)

unillvinseumguindeniseeniuugukuutoninu (TGIX Data Format) ludnwag JSON nie
TGIX Data Format iieldluidudemvunvesdoauildsudmnunsgiu T6IX lagldyunemns
andnenssuieasuiglassainesguuuudeniy udasnstdausuduonnuseningiuinsuay

AGITERRE

6.1  BUIRAIUNITDINWUU

LWLARlUNTTRENLUUFULUUTEAUANLIATEIY TGIX AB

(1) sUsuutenNu Wwulagdean RFC-7159 [2] “The JavaScript Object Notation (JSON)
Data Interchange Format” %uﬁuﬂ/\la%umﬁ’m%’ummaﬂL‘Uﬁsu%’agaiwdwﬂauﬁum%
109910 JSON Wueglugudeainusssum (Plain Text) lUsunsumeuiiinesuazuyud
ansaenudnlaly waslasuaudienlunisldanulugunlainisdaiuinsgiu TGIX

(2) TA59a3193UUUTaAINAEABITRITUNTT Aoy aULUY XML 1HB991nuInsgIuNs
- a P v a v Yo DN N v = v
Wonlsawazuanidesuteyaniasy Wanheliiugliuinsnlianusesnisweslesoya
HuunsgIu TGIX ba laednisudlessuuiinmunegianlidesiign viednisudile

AnwUasilendunisinuuisedisfaunsadelesdeyanuunsgiu TGIX o

6.2  jUuuuvasdandu (TGIX Data Format)
druveaniseenuuulasiaitdennuilisudsseniedlduimsuasdliuims - suannsgu
TGIX tunsfmualild JSON udernudmivudsdoya Waulaedsain RFC-7159[2] “The

JavaScript Object Notation (JSON) Data Interchange Format” iawiludiuilaznaniieseaziden

[

Y99 ToANUTRIRa UL

6.2.1 TJan1uUALIAMBSVYBY Protocol

(1) Auun Content Type TisiaA1tdu “application/json” @11sUN1SSUE 9903 A7 919

U

Aldusnisuagglviusnisldau JSON

(2) fmun Content Type Tid Ay “multipart/related” @1usuni1ssud sday ai s

Y
Aldusnsuazdliusmsldnu JSON wmensaindniswuulndlsae
(3) fimum Content Type Tflandu “multipart/related” dmsunssudstoyanigliuinig
199U XML waznsaindlinduwuy

(4) fivvium Content Type TdiAndu “application/json” dwsunissudsdayaiyliuinis

g1 JSON wagldusnisldanu XmL

(32)



(5) fiwun Content Type lriflAlu “multipart/related” dmsunissudadayanigliuinig

19911 JSON waiglgusnisldanu XML nsdindinnsaslnguuy

6.2.2 VaN1MUAUBAVBY Protocol

o 1 I 1 v A
ANNUALLUIDDNLUU 3 @IUNAN ] AB

(1) d@uvouganes (TGIX Message Header)

Wudruazdudiuis

Tneils1asidennal

=

9

(%
a

=

gutieandennig Asndudmsunissudedeyauaznisiv Log

A13°97 5 95U18919a198AlATIAST19Y89 TGIX Message Headers @1 HTTP Header

edoya ANy pEEHBET

HTTP Method @uJudeadl) | Awun HTTP Method laesessu HTTP/1.1 [3luazlng
sessurimuaAndu POST, GET, DELETE, PUT, OPTIONS
ey PATCH

Authorization @wlusiead) | Avuasianistudunuvesildanu nefmunanlu
Bearer L&l

Accept-Encoding | (Fndusieadl) | Amuamsidnsiadeya

Accept-Language | (Fwdudinsdl) | Amunaniwilunismeusu

Accept (Snudodt) | svusussanveaiom

Host Guudesdl) | Awun URL Yanenng

Cache-Control @nfudodd) | fvusfdtuuzinasdeuhaunalnnsfuuayiomn
TnemaanTanIssosauasnsneusy

Connection @wdudead) | Avuadsnsdeuse

Content-Type (Fnfudodd) | Svusviavesiiomiisece

Content-Length (@Fndusoed) ﬁmummmmwaﬁagalﬁam

Origin Guudesdl) | Avun URL Aunia

TGIX-Client-Id Fuudesdl) | Avuaa unique client

TGIX-Message-Id GuJudeddl) | Avunsiavestaniny

TGIX-Timestamp @ndudesd) | Muuananadie message diedioan

TGIX-Alg @ndusinad) | Mvundane3fiuvengyu 1w RS256, RFC-7518

TGIX-Request-Id @wdudosd) | AMuunsifavesnisiewedmsunaunau

TGIX- Certificate @wdudead) | fmium Public Key vesaneiioTediia
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A151991 5 85U18919a21DuAlATIAS198Y TGIX Message Headers @iu HTTP Header

yedoya AN LRGN
TGIX-Signature- (Fududest) | Auunnguatililunisasaneiiedeniiia
Value
X-API-KEY (Fuden) | MruAsiaves AP
TGIX-Event @uden) | Avunsaziduanisiiagaiiiunis (Action)
TGIX-Expiration- @uden) | Auusnaniivuneigvestoniny
Timestamp
TGIX-Message- (fden) | ANUATBNITINNITVOAIINALAZLUY
Version

(2)

druveanlian (TGIX Message Payload)

Taauludrutasidudonnui sudaiusendnaliuinisilud Mwungdwuuniy

wnsgu TeIX Walidulumuguuuuvenwesiavesliuinis uazdendunesuun

JSON TunsaintgIiusnsinisldnunesuunuwuy XML guelduinisasdesitnisds

Y

Toau XML tunelisuiuures multipart/form-data 38 multipart/related

druvesaneiiode (TGIX Message Signature)

Y]

1M1 TGIX Avuabidesdinisatatelie¥efdvianigenala laenisiauludiuves

Handulunisiesweldusnig agdedinisasarsiiedenavia (Digital Signature) AudanIny

(%
| | [

Ao Y a Y a Ao Y Y a Y] a
WanﬂigﬂﬁqﬂﬁﬂﬁUﬁﬂqiLLagﬁﬁ%Uiﬂqﬁ V!ﬂﬂiﬁmllﬂ’]ﬁﬁ@ﬂsﬂaisﬁUiﬂ"ﬁ I@Uﬁaﬂﬂqﬁaﬁa"lﬂma

'
aa v A o 1Y

A v & & N v &
GUEJ‘UUIV LUUIU@WQJGU UADUNIIAIANYUBYBAINAN mﬁawaﬂmﬂmaaﬂﬂw UEWUQQJLLR]

#151304¢ (Public Key Infrastructure: PKI) lnglddoyadiuvasiannasiazinlvanuivi

]
A a o

Nsasaeilotefavia easdenvaslannunfessyyludiuilae

A15199 6 B5UN8TazIDYRdIUTDIAilaTe (Signature)

vadoya AN R EGHGEN

GuJudeddl) | danesiin (Algorithm) dwsuasaneiletenaia mudenivun

fuAUlasnfuved TGIX

TGIX- Certificate | (f1ufudosil) | TuSusesiildau

TGIX-Message- | (Fndudod) | TeyaaneileTodiannsednd

Version
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6.3  #79819UANUMNNINTFIY TGIX

6.3.1 f1e8199aANTNIMUA Content Type fiatlu “application/json”
egedorau Aifviun Content Type fAwlu “application/json” lddmsunissudedeya
Inagldusnisuazgliuimsldau JSON  wazdmsunssudeloyangiiusnisldanu  JSON  us

Aldusnislday XmL

|  //==============================ss=s====s=ss==ss=ss=s=sssssss====

2 // Request Meader

_'- //--.III--I---I-l--l---l--l-l.ll.-...lll.lll-.-.-.-.-----..----I-

4 [POST, GET ,DELETE ,OPTIONS, PATCH ] https://tgixp@l-sandbox.dga.or.th/api/v4/person
5 Reguest Method: POST

6 Accept: application/json, text/plain, */* */

7 Accept-Encoding: gzip, deflate, br

8 Accept-Language: en-US,en;q=0.9,th;q=0.8

S Authorization: Bearer XxXXXXXXX XXXXXX XX

10 Connection: keep-alive
11 Content-Length: 49
12 Content-Type: application/json
3 Host: [Domain Name)
14 Origin: [URL : Domain Name]
15 Referer: [URL : Domain Name]
16 TGIX-Alg: RSA-SHA2S56
17  TGIX-Certificate: [certificate]
18 TGIX-Client-Id: 12345
19 TGIX-Message-Id: 400f0344-905e-45b9-b63e-77c3218c21ad
20 TGIX-Request-Id: c350da99-7aeb-4577-a09f-5e7ccl@d516¢
21 TGIX-Signature-Value: [object Object]
22 TGIX-Timestamp: 2023-03-14702:08:10,239Z

24 // P S S S T S S S S S S T S S T R S S S S S S S T TS S S S S T T S ST S S S S SRS S ESES S S S S ESREESE
28 // Message Payload

2"". // e
27

28 {

29 "JuristicID": "@133552005772"

10 )

3UN 13 degadaninu finviua Content Type TillAilu “application/json”

6.3.2 fag19taaduiininum Content Type fiandu “multipart/related”

¥

feesdonanu Nfuun Content Type fandu “multipart/related” dwsunisSudsdoya

Y

msldusmsuaglruinisldanu JSON amgnsaldiniswuulnalusng msSudwoyaigliuinig
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1491 XML wagnsandlnduuy wagnissudedoyaingliuinisldau JSON uilduinisldau xmL

U

aaa | I3
ﬂim‘ﬂllﬂ'ﬁaﬂi‘wa LU

NN DS W e

ettt e e et il el
NN S N O Y

19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
14
35
36
37
38
19
a0
41

POST /api/v4/person/person-upload HTTP/1,1

Request Method: POST

Accept: application/json, text/plain, */*
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;q=0.9,th;q-0.8

Authorization: Bearer XxxXXxXXXX XXXXXX XX XXXC XXCXCXCXXC
Connection: keep-alive

Content-Length: 4515

Content-Type: multipart/form-data; boundary=----WebKitFormBoundary7MAAYWxkTrZuBgh
Host: [Domain Name]

Origin: [URL : Domain Name]

Referer: [URL : Domain Name]

TGIX-Alg: RSA-SHA256

TeIX-Certificate: [certificate]

TGIX-Client-Id: 12345

TGIX-Message-Id: 3183c¢52c-60a5-11ed-9b6a-0242ac120002
TGIX-Request-Id: c350dad99-7aeb-4577-a09f-5e7cclad510c
TGIX-Signature-Value: [signature]

TGIX-Timestamp: 2023-03-14T02:08:10,2392

//::e:s:s:es:=as:s=e=eu:s:s:tre:s:esz::::a::e::s!se:e==9=:=ese=::
1/ Request Header
//:::::::::::::::::::::=::=----—:::::::-------—--::::::::::::::::

----WebKitFormBoundary7MAAYWxkTrZuBgh
Content-Disposition: form-data; name="
Content-Type: image/png

; filename="person_imagel.png”

(data)

< -« -WebXitFormBoundary 7MA4YWxkTrZudgh
Content-Disposition: form-data; name=""
Content-Type: application/json

{ "cd:PersonlD™: "1767480297581" }
----WebKitFormBoundary7MA4YWxkTrZudgh

Content-Disposition: form-data; name=""; filename="person-295,png"
Content-Type: image/png

(data)
----HWebKitFormBoundary7MAAYWxkTrZudgW

JUN 14 fegredaninu Nifmun Content Type Tliandu “multipart/related”
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6.4

6.4.1

6.4.2

nsgin1sldaungliusnisamnsaidanaiiiunig

nsalnsldaunananiuisudayaidegsnssy
wusdoglaidu 2 nsdl Ao

a = =

(1) nsdiveyadiegsnssudidoninunguuuutoyaianyaue JSON vetandny Tunsaldy

TWusnsanunsasdunisnivua Content Type AAndu “application/json”

F08191 T 6.3.1

[ d‘

(2) nsdidoyadagsnssuddonunizuuuudoyalianvasdus wu XML, ebXML \Jusiu vivld
WM TGIX vhewsudu Data Format 8uf lase Tunsdiiigliuinisanunse
Auliunisimun Content Type dandu “multipart/related” %o “multipart/form-

data” MmUFBE19IUIITD 6.3.2

nsdinsldauivauaniaeudoyailulng

wisteulallu 2 n3dl Ao

(1) nydideyatilulndfivwnlidiiu 5 wnzlud nsdiiguuvudeyalidnuazilu Tiduwnll
A 5 wnglud Feanunsadesiuiutennuussinnenge Wy JSON, XML, ebXML tJufu
TunSeuduldle gliusnsanunsarimun Content Type dandu “multipart/related”

139 “multipart/form-data” aufiegsluide 6.3.2

(2) nsdidoyamdulwdfivuiaiu 5 wnzlud Tunsdil {liu3nisaunsanimun Content

&

14

Type fiAndu “multipart/related” ausegnsluiide 6.3.2 mansiuRenisaslnadu

aghosymsuulidoonidudiu q waavinisdsdiunng o U multipart aunanag

a0

AsunndIU lnpausaede “attachments.sequence” Wudmvundinuvestoyatids

é’hasmmﬁv‘i’muéﬁ’qgﬂﬁ 15
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Consumer Provider
System System

(1) Initial Request
{Metadata with Content Type JSON)

loop J |
(3) Upload Content in Chunks s

{Contents with Content Type Mulfipart + Content-Range)

< (4) Return Hitp Code 308 Range U
(5) Final Chunk E
{Contents with Content Type Multipart + Content-Range) H

< {(6) Return Hitp Code 200 U

JUN 15 uanadegensvihnudmsunisdalnavunalvg
N3UN 15 fregamavihaudmiumsddliduunnlg Suumnedssialuil

(1) FlHusnsudeinasinsdsdoyadnuaslndlnoudsdelndnionvurnvealdludsy
Tusnis

(2) éflﬁu’%mimamé’w%@mLL’«’J’QLasuﬁéJNSQﬂﬁdﬂWa‘summlmj (Upload D) uag URI d195U
nsdalvidunalugnduludadldusng

(3) gldvinmasuvinisuudlndduiuges q lnsrualimaiu 5 wnelud wagdstayalae
Anum Content Type TsiAndu “multipart/related” aniuly Part sua\‘i‘i’ljauua Binary
Timun Content Type lifiandu “multipart/byteranges; boundary=ta9781984n13

delndvunlng” fMegananadagui 16

/] ======= e e e e e SazsEsas R
HTTP/1.1 266 Partial Content

Content-Type: multipart/byteranges; boundary=tawdiadenideIndvuining
Content-Length: <size>

-t aed14Banad IndvunTng
Content-Range: <unit> <range-start>-<range-end>/<size>
Content-Length: <range>

<<Binary Data length <range> >>
~—inadreBan s Indnuan Tng-—-

JUN 16 NMsiviuaAdmsu part udeya binary
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[
v

(@) wingassngliusnislasulidasyinnisnsaasurweiilasuasaituivuniglduinig

Y

[%
I LY [y

u39l) wiowvedsndu Http Code 308 Range
(5) gldusnisaugudslnaludaglviusnisiiu Upload URI Ailatudumeun 2 faldgaiing
(6) fliusnisviinsasaaeuiisanuasuiuvedlranlasuasaiisuiurneiglduinisuds

13 mingnsiesasutuagdangu Hetp Code 200 naululvigldusnig

wannuInsguandaenssunsiwenlesuazianiuisudeyaniglunguvisunanasy
TGIX (TGIX-Intra-DX) ud7 allumsgruandnenssunisidenlesazianiUdsudoyaiuudus an u
wesguanlngnssunsidenlosasianilfsudeayaseninnau visounannesy TGIX (TGIX-Inter-

DX) dwmfuunannesy TGIX aleiu uaruinsgruanidnenssunisieuleuwazuaniidsudeya

Y A

sENINNGUSownanasy TGIX AuunanlasuuaniUfsutayady 9 (TGIX Federated-DX) gl

Y

[
S °

wesgruandngnssunsidenlosazianiudsudeyamaiil aseglusenindnwuasiau lag

WauseganNUIRIEILINULaUe luaTUl
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