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Issuance) e)

wanisdugudau
(Authentication Assertion)
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avn:1dguna:waaudau

(Enrolment and Identity Proofing) E

Wwgouuazguguddau

(Identity Provider: IdP)
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ulsodo \Enrolment and Identity Proofing) (Authentication)
(Authoritative source: AS)
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(Presence)
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(Resolution)
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(Evidence)
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(Validation)
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(Verification)

sousoudayadoina
(Biometric Collection)
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(Address Confirmation)

UddomKuaQ
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= HUvdalGuniv KSd
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518nnsadndiundodio
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= LWUWUWULKUCIDKUN

= SJUSOUUDIAs:UadIUANA
- 01905 KBV(knowledge-based
verification)

= Uasus:oMUs818U HSD
=  KUvdolGuniv KSd

. lanansuaoonulusUuuu
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= as>ddoulaglBonwunviu HSD
inaluladnikunzaunbuvooun
(Dip Chip H8® 1iguULM
W6u Digital Signature)

. msaoaauuauanalUsaumsJuuaua
1N AS 31una1unnmao

* Physical Comparison
(a3nueu=NUSINALINYUAU .
sudhgonHanguudaavau) S

= Biometric Comparison

(ﬂ'lWZUHU"I HSpaneUdUoligunu
uau“auaunmnhang'\uuaooq u)

Uufindoyadood kSoluald

(Biometric Sample)

= KulglaulnsAwN KSD
dwa

. uUUWUlﬁudaHGG'l KSD
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LWuLQednu IAL2

vasus:isu 4+ RUvdalaumo
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Biometric Comparison
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(Reauthentication) @ )
{iEx3
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Man-in-the-Middle Attack
(MitM Resistance)

Usvnumisloud
Replay Attack
(Replay Resistance)

Usvnu IdP Uasu
(IdPImpersonation Resistance)
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= Memorized Secret

= Out-of-Band Device

= SF OTP Device

= SF Cryptographic Software

= SF Cryptographic Device
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fus=Qu AAL2 ua: AAL3

pg1lpunn 30 Su
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wonlu

9109V UUsD. 20-2561 ddeuudmunistdasnalodansuus:inalng — miséududau
NIST Special Publication 800-63B - Authentication and Lifecycle Management
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= MF OTP Device
= MF Cryptographic Software
= Memorized Secret
+ Out-of-band Device HS®
+ SF OTP Device HS®
+ SF Cryptographic Software KS®
+ SF Cryptographic Device
= {OiJa (Biometric)
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siaxdvnddEandivdu
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MF Cryptographic Device
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+ SF Cryptographic Software
+ Memorized Secret
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ANSWOISTUINISAUASDY
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Considerations)

IALT, IAL2 ua: IAL3
LLUvS:=AQU IAL2 tJus:QuLasd

AAL1 AAL2 AAL3
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na1luNIwsOU
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Considerations)
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(Emerging Services)
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aduviunivadna Sovnsidasnalod
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« UszmAAfu=AssUNIssSguladdna
e pPsaA.1-12564 (Overview)

e UsQ.1-2:2564 (IAL & AAL)

wusnvMsisadnaleaainsuus:inAlng
e YWUSD. 18-2564 (Framework)

* UUSD.19-2564 (IAL)

e YWUsSD.20-2564 (AAL)
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UIasTIUIAGIVUS:LNA

GSA

NIST

National Institute of
Standards and Technology

General Services Administration,
USA

Digital Identity Risk Assessment
(DIRA)

NIST Digital Identity Guidelines
* SP 800-63-3 (Overview)

e SP 800-63-A (IAL)

« SP 800-63-B (AAL)

e SP 800-63-C (FAL)

Office of Management and
Budget Memorandum (OMB) M-
19-17: Enabling Mission Delivery
through Improved Identity,
Credential, and Access
Management
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JuQDUUDVLASDVIIDY (Assessment Tool)

— Impact —_—
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Q000
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SESSION 3 - Q&A




End of Session 3

THANK YOU
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BSulsd https://standard.dga.or.th

I dacdd DGA Contact Center:
Thank You! ks

« dlUA: contact@dga.or.th

« 1BUBA : https://www.dga.or.th/contact-dga/
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