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Assessment

U Incident Response
Plan

U Cybersecurity Audit
Plan

U Cybersecurity Risk
Assessment

U Incident Response
Plan

U Cybersecurity Audit
Plan

U Cybersecurity Risk
Assessment

U Incident Response
Plan

Identify

0 Asset Management

O Risk Assessment and
Risk Management
Strategy

U Asset Management

U Risk Assessment and
Risk Management
Strategy

O Asset Management

O Risk Assessment and
Risk Management
Strategy

U Vulnerability
Assessment and

Penetration Testing

O Third Party
Management
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Protect

O Access Control
O System Hardening

O Cybersecurity
Awareness

O Access Control
O System Hardening

U Remote Connection

U Removable Storage
Media

O Cybersecurity
Awareness

U Access Control
O System Hardening
U Remote Connection

0 Removable Storage
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O Cybersecurity
Awareness

O Information Sharing
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Detection and
Monitoring

O Cybersecurity Threat
Detection and
Monitoring

O Cybersecurity Threat
Detection and
Monitoring

ASDULNASTIUAIUMSSNIAULUAVUaDONulBL1UDS

Respond
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Response Plan

O Crisis Communication
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Response Plan
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Response Plan

O Crisis Communication
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Minimum Requirements e

13 controls

Cloud Security Governance = 3
Cloud Infra. Security & Op. =10
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CSPs
High impact

By certify body By certify body
This standard This standard
ISO/IEC 27017 —or-

CSA STAR L2/CCM
ISO/IEC 27018
ISO/IEC 27701

Moderate impact - By regulator —or- - By certify body
certify body - This standard
11 contro ls - This standard ~  CSASTARL2/CCM

- ISO/IEC 27701
Cloud Security Governance = 3

Cloud Infra. Security & Op. =8
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